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AHHOTaAIUSA

ABTOp CKJIamBIBaeT MPUUYYIUIMBYIO MO3aWKy U3 BIYMYHBO
MPOaHAM3UPOBAHHBIX (DAKTOB HOBEWIIed WCTOpHH OOIecTBa U
texHosnorui. HackBo3pb jkuBast upakckas aBantiopa CIIA, B3nombl
ceted GSM U cucTeM COYTHUKOBOIO TEJIE€BUICHUS, HE3AOPOBBIA
QXUOTAX BOKPYr OMOMETPUU W METOIOB TOTAIUTAPHOTO KOHTPOJIS
3a rpaxaaHamMu BO MMsI OOphOBI C MEXKTYHAPOIHBIM TEPPOPU3MOM
OKa3bIBAIOTCS TECHO CBS3aHHBIMU Ipyr ¢ apyrom. CoBpeMeHHOe
0OIIECTBO CTOUT TIepeji BHIOOPOM: KaK UCTIONb30BaTh TEXHOJIOTHH TS
COOCTBEHHOTO pa3BUTHSA. [T AyMaroIux JIofIei.
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bepa KusBu
I'uradanTel BJACTH.
g opmanmoHHbie
TE€XHOJOTHH Me3K1y CBO0O0M
1 TOTAJUTAPU3MOM

OcmanvHule, npasoa, npeonoUUman MoMamv, da
kopurgpsimun Cokn ckazan eom umo: «I[loucmune,
CKOpee HeDO Npoeanumcss noo 3eMar, d 3eMAs
NOOHUMEMCSL 8bICOKO HA 6030YX HAO HeOOM, CKopee
00U OYyoym JHcumv 8 Mope, a pblOobl — MAM, 20e
PaHbvULe HCUNU NIOO0U, UEM 8bl, NAKEOCMOHSIHE, PEUUINEC
YHUMMOXMCUMb ~ C60000Y, BOCCHAHOBUE 20CHOOCHIBO
muparos 6 2opooax. Hem eedv Ha ceeme Huxaxoti Opyzoti
bonee Hecnpaseoausoli aracmu u Oonee 3ansMHAHHOU
KPOBABbIMU NPECMYNAECHUSIMU, UeM MUPAHUSLY.
I'epooom. Hemopus

Bce umena u cobvimus, ynomsimymole 6 Khuze,
Aaeasomcs.  noOAuHHbIMU.  Jlioboe  coenadenue ¢
BLIMBIUNEHHBIMU NEPCOHANCAMU U CIONCEMAMU, HAOO
noanazamao, HECAYUALHO.



I'masa 0
Buepa—cerogusa—3aBTpa

Ctpanuub! :;ku3Hu reposi, 1895
Camaga 3samenurtas crounas sma CIIIA

BockpecHeiM 1HeM 1 auBaps 1895 rona B osoBUMHE BOCBMO-
IO YTpa, B HECKOJIBKMX KBapTajlaXx OT BalllMHITOHCKoro Kamuro-
JMsl, B IOME CBOMX pOAMTENeN Ha cBeT nosieuics xxoH Darap
I'yeep. Bo BeakoMm citydae, Tak IPUHATO CUATATH CO CJIOB CAMOI'0
['yBepa, a OH XOpOILIO U3BECTEH TEM, UTO MOCTOSIHHO BpaJl BCIO
CBOIO JIOJNITYIO )KU3Hb.

Ho, KoHeuHo ke, 3TO He camasi IJlaBHass OCOOEHHOCTh YeJio-
BEKAa, BOLIEINIET0 B MUPOBYIO MCTOPMIO KaK CaMbld 3HAMEHHU-
Thiv nonuuenckuii CoequHeHHbIx [tatoB Amepuku. [Ix. Darap
I'yBep Bo3raBun ®BP B Bo3pacte 29 net u ymyapuics coxpa-
HUTb CBOM MOCT HA BCIO OCTAJIbHYIO kU3Hb. Ero 1enkue nanku,
YXBaTHUBILIME KOPMWJIO CTOJIb BJIUATEIBHOIO B TOCYAAPCTBE Op-
raHa, pa3aJIuCh JIMILb B PE3YJIbTATE €CTECTBEHHOU CMEPTH, Ha-
CTyNMBILIEN B Bo3pacte 77 ¢ auIHuM JieT B mae 1972 ropa.

HecmoTpst Ha Bce IEeMOKpaTHYeCKHe MOPSIKU «CaMOW CBO-
OOIHOI CTpaHbl MUPA», N3JABHA MPAKTUKYIOMIEH MPO(IIaKTH-
YECKYIO pOTalIo pPyKOBOIAIIMX KaJpoB, I 'yBep 3a MouTH Nosise-



Ka ceoero aqupekropersa B PBP nepecunen 8 npe3uneHTos u 18
reHepaJIbHbIX MPOKYPOPOB. JIOCTUTHYT € CTOJIb BBIAAIOIIMIACS
pe3yabTar ObLT CTAphIM KaK MUP CIIOCOOOM — TIIATEIbHBIM COO-
POM M yMEJbIM KCIIOJb30BAHUEM KOMIIpOMAaTa Ha BCEX IOTEH-
IUAIbHBIX POTUBHUKOB, HAUMHASl C CAMBIX BBICIIMX JIUILL TOCY-
JapCcTBa ¥ KOHYAS JIIOOBIM MAJIO-MaJIbCKUA U3BECTHBIM Ky pHAITHU-
CTOM.

Koraa B 1960-e rogpt npe3unenTa Jlungona Jl:koHcona B ode-
PEIHOU pa3 CIPOCHIIH, IOKOJIe CTpaHa OydeT BCEe 3TO TepIieTb,
TorjanHui xo3sMH benoro moMa npousHec 6eccMepTHyIo hpa-
3y: «Takux mopeit kak ['yBep mpeanoururesibHee 1epkaTh BHYT-
pU MaJATKU, YTOObI OH MOYMJICSI HAPYKY, & HE CHAPYKH, YTOOBI
OH IUCAJl BHYTPb»...

Tema ucnpaxHeHMil, Cy/isl IO BCEMY, BO3HUKAJA B CBS3U CO
cnenrduaeckoit TMUHOCTBIO ['yBepa peryaspHo U Kak Obl cama
coOoi. Tak, yxke mocyie KOHYMHbI HEeTOTOIUISIEMOro AUPEKTOpa
®BP, xorga B 1974 rony Obutn 0OHApY:KEHBI HEKOTOPBIE U3 €T0
«CEKPEeTHBIX (PparyIoB» C KOMIIPOMATOM, cynps Jloypenc 3uiib-
OepMaH, UCTIOHSBIIUN B Ty MOPY OOSI3aHHOCTH MUHHUCTpa 0C-
THIIMH, BBICKa3aJcs clieayonmmM odpasom: «xxon Darap ['ysep
OBLJT CJIOBHO CTOYHASI SIMA, HAKAIIMBAIoIas rps3b. Ceityac s ro-
JIaraio, 4To OH ObUT CAMBIM XY/IIIIMM FOCYJapCTBEHHBIM JiesTeNIeM
3a BCIO HAIIly UCTOPUIO».



Ooman u OTpunanue

B nporiecce nponaraHIMCTCKOM MOArOTOBKM BOEHHOTO BTOP-
xenusa CIHIA B Upak, 8 okta0ps 2002 roma B aMepUKaHCKOM
MunucTepcTBe 000POHBI OBIJIO MPOBEJCHO HAa PEIKOCTh WHTE-
pecHoe MepornpusATue. B 3tor nens [lenraron ycrpown nis npec-
Chl CHEIUAIbHYIO MTPE3EHTALUIO, LIETMKOM MOCBSIIEHHYI0 METO-
JlaM «OTpHIIaHUs U 0OMaHa», PaKTUKyeMbIM pakoMm ajist co-
KpPBITUSI CBOErO OPYKHSI MacCOBOTO IMOpPaXeHUs W OaJUIMCTH-
YECKHUX PAKET, KAK CPEACTB €ro AOCTaBKH. JOKJaa-rpe3eHra-
LIMIO TTPOBEJI OJIUH U3 OTBETCTBEHHBbIX YMHOB PYMO, Pa3Benbi-
BaTeJbHOrO yrpanjieHuss MunucrepctBa oooponsl CIIA, mok-
Ttop IxoH FOpeuko. JInuHOCTH AOKJIQTUMKA 3[€Ch BEChbMa MO-
KazaTeJsibHa, NocKoybKy [xoH IOpeuko He gBnsercs cnenuaim-
CTOM HH I10 OAJUTUCTUIECKUM PaKeTaM, HU 110 OPYKHUI0 MacCOBO-
r0 YHUUTOXEHUsS. DTOT MPEACTABUTENb PA3BECIYKObI, YK HE
B IMEPBbII pa3 BBHICTYNAOIIUI NIepe]] KypHATUCTAMU, SIBJISETCS
HAYaJIbHUKOM OT/ENa MO0 MEeTojlaM BeAeHus] MH(OPMAIIMOHHON
BOWHBI UJIM, TOBOPSI MOMPOCTY, CIIENUATUCTOM MO Ae3uH(popMa-
uu.. !

NmeeT cMBbICI TOSICHUTD, UTO KOHKPETHO MTPUHSTO MOHUMATh
nox «OuO», T. €. «OTpUIlaHueM ¥ 0OMaHOM» (TO-aHTJIMACKU
«D&D», unmu Deception and Denial). B cymHocty, Hu4ero oco-
00ro XMTPOro 3a JAaHHBIM TEPMUHOM HE CKPBIBAETCS M, KaK 3a-

! [KRO2], nonHoe Ha3BaHME UCTOYHUKOB CM. IO YKa3aTeio B KOHIE KHUTH



Metui ToT ke KOpeuko, 3TM MeTosbl Tak Ke CTapbl, Kak U BCA
3apUKCHPOBAaHHASI UCTOPUs YeoBevecTBa. Bkpartiie, o «ot-
pHLIaHKEM» IOHUMAIOTCS TAKME METO/Ibl, KOTOPbIE UCTIONb3YIOT-
Cs1 CTpaHOM U151 yTauBaHUs1 CBOUX IOCYJaPCTBEHHBIX U BOEHHBIX
CEKPETOB, B YACTHOCTH, OT YCTPEMJICHHII 3apyOeKHBIX PA3BE/IOK.
«Ob6Man», B CBOIO 0OYepe/Ib, ITO MAHUMYJIAIMS HH(pOpMAILTUen 1
BOCHPUSATHEM JJIsI TOTO, YTOOBI BRIHYAUTh OOMaHbIBaeMble TOCy-
JapCTBa K OINpe/e/IeHHbIM ISUCTBUSIM WM, HA000POT, K Oe3/1el-
CTBHUIO, B 3aBUCUMOCTH OT HAMEPEHUI MaHUITYJIATOPA.

Lo FOpeuxo

[ToHsATHO, YTO OOMaH 1 OTpHIIaHUE B3aMMOCBsI3aHbl. OTpHIIa-
HHe — 3TO 0a3uC /IS YCHENHbIX oreparuii mo ooMany. HeBos-



MOXHO MaHUITYJIMPOBATh UCTUHOW U JIOKBIO IO TeX IOp, TMOKa
VICTUHA TpeJBapUTEIbHO KaK cleJyeT He 3amackuposaHa. [lo-
HSTHO ¥ TO, 4TO crieticykObl CIIIA sSBsIOTCS Ype3BhIYAHO HC-
KyleHHbIMU B «OnO», yMyapsisich B TeUeHHe MHOTUX JIET BECh-
Ma YCTIEIITHO CKPhIBaTh MHOTOMUJIJIMAPHbIE pa3padOTKH HOBOTO
OPYKHSI IJTM MacIITAOHbIE TATHbIE OTIEPAIMHY B PA3HBIX PErMOHAX
rianetsl. Ho mokinan [Ixxona FOpedko, sicHoe nieno, 6T MocBsi-
IIEH He 3TOi cTopoHe ero pabotel, a Metonam «OuO», ycrern-
HO npuMeHsiBIuMcs Mpakom [ist obMaHa 3apyOeskHbIX pa3Be/i-
cyx6 n nacnekropoB OOH.

XOTs, IO OLIEHKaM 3TOTr0 MCKYIIEHHOTO JKCIepTa, JAeHCTBUS
Wpaka B obnmact «OuO» 3a4acTyio BBIIISIENN JOBOJBHO TO-
NOpHO, TeM He MeHee KOpeuko BBIHYXIIEH MPU3HATh, YTO OHU
YCHEIIHO NMOMEIaId KaK MeXIyHapOJAHbIM MHCIEKTOpaM, Tak
W 3aMaJHoOil pa3Bejike MpPEeACTaBUTh XOTb CKOJbKO-HUOYIb Ce-
pbe3HbIE CBUETENbCTBA WM (poTorpaduu, criocoOHble yOeauThb
ckenTUKOB B HapywieHnn CaagamoM XyceiHOM pe30JoLui
OOH, 3anpeTuBIIMX CO3/IaHUE OPYKUS MACCOBOIO NOPAKECHHUS.
Mo cytu nena, ¢ Tex Mop Kak npepaynas cMeHa MHCIIEKTOPOB
OOH nokunyna Upak B 1998 roay, B 3T01 cTpaHe Tak U He yia-
JIOCh BBISIBUTH HUYETO IMO-HACTOSIIEMY KOMITIPOMETUPYIOIIETO.
Tem He meHee, crienuanbHbii oTdeT LIPY, npencraBineHHbii mo-
mutudeckomy pykoBoacTtBy CIIIA HermocpencTBEHHO HaKaHyHe
npesentauuu FOpeuko, yrBep:xaan, uro barnan mo-npexHemy
yTauBaeT KPylHbIE IPOrpaMMsl 1o co3aanuio OMIL.

B noxnazne Opedko 3Tu BBIBOABI pa3BegKu ObLITM 0OOCHOBA-



HBI BeCcbMa crieliupnIecKum 00pa3oM — JUTMHHBIM ITePEUNCIICHH-
€M IPOLLIbIX rpexoB pexxuma Cagnama XyccerHa, KOTOPbIX JAer-
CTBUTEJILHO OBLJIO B JocTatKe. Iloce Jero caenaH sieraHTHBINA
riepexo/l K HbIHEITHUM, KaK cJeyeT MOHUMaTh, MeToAaM oOMa-
Ha, YTO HAJIO MTPOLIUTUPOBATH JIOCIOBHO: «BOT OIMH U3 TUMHNY-
HBIX ¥ OTHOCUTEJIbHO HEXUTPBIX METOAOB ,,OnO*, a UMEHHO Mac-
K1poBKa. Ha 3ToMm cnaiine — mpumep rnpeanoaaraeMoro UpakCKo-
ro oObeKTa, IjIe co3maeTcs ouonorunyeckoe opyxue. [locmorpu-
Te BHUMATeJIbHO Ha 3T0 ¢hoto. O/IHA U3 MHTEPECHBIX 0COOEHHO-
cTelt 00beKTa — ero Mectornosyioxenre. OH 3aMacKMPOBaH MOCpe-
JIY XKUJIOTO paiioHa. 31aHusI HUYeM He BBIIAIOT ceOsl 10 BHEIITHe-
My BUIy. B oObekTe BoOOIIe HET HUYero MpuMedaTesIbHOro» . . .

Ha sTom mecTe, kazanock Obl, FOpeuko mokeH ObLT IOBEIaTh
0 TOM, KaK JIoOJiecTHas pa3Be/IKa Bce e CyMelia BBISIBUTD OTac-
Heliyo (haOpUKy CMEPTOHOCHBIX BUPYCOB B XKUJIOM KBapTaJie
HU O YeM He MOJ03PeBaloIMX MUPHBIX Jojaen. Ho BMecTo 3Toro
JIEKTOP MHOTO3HAYUTESIbHO LINTUPYET 3HAMEHUTHIN apOpU3M MO-
konHoro AmepoHa Kanrca, skcnepra 1o KOHTPOJIIO 32 BOOpYXke-
HUSMM, KOTOPBIN OTHAXIBI U3peK: «Mbl HUKOTJa HE HAXOIWIN
HUYEro U3 TOro, YTO HAIIM MPOTUBHUKH YCIIEITHO CKPbIBAJIA».
N3 dero BHUMATENIbHBIN CIIyIIATEJb JIETKO CIEJIAeT BBIBOM, YTO
HUKAKOTO OMOJIOTMYECKOTO OPYKUS Pa3BelKa B JEWCTBUTEITHHO-
CTH He BbIsiBWIa. HU B 3TOM K1JIOM KBapTase, Hu re-1moo ere.

Ho cam FOpeuko, KoHEYHO, HUYero MoJoOHOro He MPOU3HO-
CHT, 3aTO TYT K€ MPUBOIUT JIPYIyIO0 LIMTATy, HA STOT pa3 U3 Bbl-
ckaspiBanmii Tuma Tpepana, ObiBIiero nacnekropa OOH, koto-



PhIli KAK-TO U3PEK, UTO €CJI B CTPaHE CYIIECTBYIOT HEJIEKJIapH-
POBaHHBIC U HEBBISIBIICHHbIE OOBEKTHI OPYKHUSI MACCOBOTO YHH-
YTOXEHUSI, TO UX MO OMpPEeSICHUI0 HEBO3MOXHO MHCIIEKTUPO-
BaTh WM OTCJIEKMBaTh. A 3HAYUT, JIeJaeT BBHIBOJ JOKJIAIUHMK,
MPaKTUKA MHCIEKIIMA HE MOXET J1aTh HUKAKUX TapaHTUU TOrO,
YTO CTpaHa He 3aHMMAETCS 3alPeleHHON esATeIbHOCTHIO.

Kopoue rosopsi, Bech OobIloNn aokaan qokropa KOpeuko c
yOeIUTeNIbHON JEMOHCTpAIMeld CITyTHUKOBBIX CHUMKOB, HE JI0-
Ka3bIBAIOIINX, 10 CyTH, aOCOIOTHO HUYEro, cam 1o cede cral
KJIACCHYECKMM MPUMEPOM J€3MH(OPMALIMOHHOU OIEpalin ro-
cymapcTsa 1o ooMaHy U oTpuiianuio. OOMaHy cOOCTBEHHOTO Ha-
poza 00 UCTUHHBIX TEJISIX yKe MOArOTOBJIEHHON MPAKCKON BOM-
HBI ¥ OTPHIIAHUIO BITOJTHE OUEBUIHOTO (DaKTa — UTO y aMepUKaH-
CKUX CIETICITY KO HET HA OJTHOTO YOS UTEILHOTO JIOKA3aTe/IbCTBA
Hapyienui Cagnamom XyceiHoM pesomonuid OOH. A 'y CIIA,
COOTBETCTBEHHO, HU €IMHOU JIOCTOMHOW MPUYMHBI JIJIs1 pa3BA3bI-
BaHUsI BOMHBI M YOUNCTBA THICSIY HU B YeM HE ITOBUHHBIX JIIOICH.

Jla 1 MoryT Ji BOOOIIE CYIIECTBOBATH ISl 3TOTO JIOCTOMHbIS
IIPUYMHBI?



OpaHoll HOrOM B OyaAyHIeM

HeiictBue nenarero punpma CtuseHa Crimtoepra «Ocoboe
MHeHue» (Minority Report) mpoucxonut B 2054 romy. Ecnu
KTO TIOYeMy-J100 He B Kypce, TO 3TO — (priIbM-TIpeaynpexie-
HUe, (kM 00 00IIEeCTBE, TOTATBHO KOHTPOJIMPYEMOM OpraHa-
Mu Oe3onacHocti. 06 oOiecTBe, rpakaaHe KOTOPOro MPaKTH-
YeCKH TMOJTHOCTBIO YTPAaTWIM TalHy JIMYHOM KU3HU. Pexuccep
BBIHAIIMBAJT 3aMbICEJT 9TOM KapTHHBI HE OJUH TOJ U, CTPEMSCh
KaK MOXHO OoJiee yOenuTeIbHO H300pa3uTh JIake MeJTKue ObITO-
BbIC peajiii CPABHUTEJIFHO HEAAJIEKOro OyayIero, CrieaibHO
co3biBaJI B 1999 rony Ha TpexTHEBHBIM KOJJIOKBUYM JIBE JII0KU-
HBI U3BECTHBIX (PyTYposI0roB. B xome Toro cBoeo0pa3HoOro «Mo3-
rOBOTO MITypMa» ObUIa C/IeNlaHa TMOMBITKa Ha0pocaTh HanOosee
BEPOSITHBIC YePThI TEXHOJIOTUI TPSIIYIIETO.



Cmusen Cnunbepe

Cropsl, kKak BcriomuHaeT Criunoepr, ObLIM caMble SPOCTHBIE,
U BCE K€ B HEKOTOPBIX CBOMX IPOTrHO3axX (PyTypoOJIOTH OKa3a-
JIUCh HA PEKOCTh €IMHOAYIIHBL. Hanpumep, B TOM, 4TO TeXHU-
Ka Oy/yIlero HerpeMeHHO Oy/IeT HACTPauBaThCS UHAVBUIYATb-
HO Ha KaXJIOro KOHKPETHOro yesioBeka. EcrecTBeHHO, 3Ta uaes
HE MOIJIa He HAWTHU SIPKOTO OTPAKEHUsI B KWHOKApTUHE. A 4TO-
OBbI CTAJIO SICHO, HACKOJIBKO OBICTPO MPOTHO3bI BUBHOHEPOB BO-
TUIOIIAIOTCS B KU3HB, JOCTaTOYHO JIUIIb B3IJISIHYTh HA HEOOb-
oM Tect, npeayiokeHHbid B 2002 romy 4yMTatesisiM OJHOTO U3
MOMYJISIPHBIX U3AAHUI B CBSI3U C BBIXOAOM Ha SKpaHbl (puibMa
Minority Report. CripaimmBaercs, Kakue TEXHOJIOTMH yXe pea-



JIM30BaHbI, a KaKKe MOSIBATCS B 0003pUMOM OyIyIIeM:

* GaHKOMAT, TPEIOCTABIISIONINIA KIUEHTY OaHKa JOCTYI K €ro
cueTaMm IyTeM CKaHMPOBaHMSI PaayKKH IJ1a3a;

* KacCOBBII amnmapar B cynepMapKeTe, NO3BOJISIONIMI Orlla-
TUTh TIOKYIIKY OaKaJIelWHbIX TOBAPOB MPOCTHIM ITPUKOCHOBEHUEM
najpia K OMOMETPUYECKOMY CEHCOPY;

* 3JIEKTPOHHBIE JKypHAJIbl, MTHOBEHHO JIOCTABJISIONIAE YHTA-
TEJIsIM UHTEPECYIOIMe X HOBOCTH 10 OECIIPOBOJHBIM CETSIM;

* rojiorpauyecKue peKJIaMHbIe IIUTHI, OOpAIIAIOIIIEcs 1O
MMEHH K OKa3aBIIEMYCsl MOOTM30CTH MPOXOKEMY.

JIBe niepBbIe TEXHOJIOTUH YK€ Pean30BaHbl CETOIHSI, IBE Clie-
Ayomue nokazansl B MR, mpuuem TpeTbs — yke Ha IHOIXO-
1€, ¥ JIIIb YeTBepTasi OKUIAET HAC, BEPOATHO, B IPSAYyIIEM.
Tenpenmus Bce Oosee ryOOKON «IepCOHATM3AIMN 00CTy KB~
HHS» BIIOJIHE OTYETIIMBO 0O03HAYeHA B HBHIHEITHUX BBHICOKOTEX-
HOJIOTWYHBIX NponykTax. Hanpumep, nepcoHajibHble BHIEOpE-
kopaepsl (PVR) Bpoze Tex, 4To u3rotoasior kommnanuu TiVo u
SonicBlue, ymeoT mo-tuxomy coouparh gJaHHbIE 00 WHIUBUIY-
QJIBHBIX TIPE/INIOYTEHUSIX CBOMX BJIaJINbIIEB, MPEJOCTABISAS BO3-
MOXXHOCTb peKJlaMoaTessiM Oojiee KOHKPETHO M Iie/IeHanpaB-
JIEHHO a/IpecoBaTh CBOM OOpAILEHHUsl K 3puUTelsiM. A clieaylo-
IIee MOKOJIEHNE COTOBBIX Tesie()OHOB OCHAIMAETCS (PYHKIMSMHU
TOYHOTO reorpauIecKoro Mo3NUIMOHNPOBAHMSI, TaBasi Marasu-
HaM MOTEHLUAJIbHYIO BO3MOKHOCTb 3a3bIBaTh HAXOASIIMXCS TIO-
OIM30CTH MTPOXOKHX, CYJsl UM 3aMaH4YMBBIE, HO KPATKOCPOYHO
JefCTBYIOIIME OOHYCH M CKAIKM B TeUeHUE ONIVKAUIIEro Mmouy-



yaca. TekyIme COMONIOrMYeCcKre UCCIIEIOBAHKS MTOKA3bIBAIOT,
9TO pajyl KaKON-HUOYIb MOCTOSTHHOU 10—15-TTporieHTHOM CKUjI-
KM OOJIBITMHCTBO PSAJOBBIX MOTpeOUTEsIeld TOTOBO C PaJOCThIO
OTKa3aThCs YyTh JIM HE OT BCEX CBOMX IpaB Ha TalHY JMYHOU
JKU3HU, TIPEIOCTABUB TOProBIAM JIIOOYI0 UHTEPECYIONIYIO UX WH-
(hopmaruio — 0 BKYCOBBIX MPEIIIOUTEHUSIX, OJMKANTIINAX TUIAHAX,
pacrnopsiJike JHsI, KpeAUTOCIIOCOOHOCTH U TaK Jasiee.?

BcsikoMy, KTO BHUMaTeIbHO HAOMIONAET 32 MPOUCXOSIINM,
JOCTaTOYHO OYEBHU/THO, YTO OJlarogapsi TEXHOJIOTUSIM TaliHa JINY-
HOW JKWU3HU Pa3MBIBACTCS M UCUE3AET HE TOJIBKO JJIsl HACTBIPHOM
KoMMepiuu. JKU3Hb JTiofiell CTAHOBUTCSI BCe MpO3pavHee U JIIst
He MeHee (CKopee, Oosiee) JIIOOOMBITHBIX MPABOOX PAHUTETbHBIX
OpraHoOB, TOHEMHOTY OOPETAIOIIUX BO3MOXHOCTb TPOKOHTPOJIH-
pOBaTh KaKJIOTO YeJIOBEeKA MPAKTHUECKH B JIIOOOM MECTE U B JTIO-
0011 MOMEHT BpeMeHH. TOJIbKO B 9TOM cilydae pojib «MOPKOB-
K>, 00eCIeunBaoIIel T0OPOBOJIbHBIM OTKa3 OT MPaB Ha CBOOO-
1y, UTPAIOT yXke He CKUJKU-OOHYCHI, a HeKasl TMIIOTeTHYecKast
«BceoOIast 6e30MacHOCTb», TapaHTUpyeMasi MACTBIPSIMU OT BJia-
CTU CBOeMY Oe3pa3InYHO-COIJIACHOMY CTajly.

Y MHOTuX ecTh OIIyIIeHHe, YTO BCe Mbl OJHOW HOTOW yXke
BCTyMaeM pUMepHO B To Oymyiiee, kotopoe n3odpaszmn Crumi-
6epr B MR. Cam pesxuccep He CKpbIBaeT, UTO BCEphe3 03a004YeH
XOJIOM pEaTbHbIX COOBITUH, U YECTHO IMPU3HAETCSI, YTO MOOanBa-
eTCcsl peaIbHOCTH HapUCOBAaHHBIX KapTuH Oymyiero: «IIpeacka-
3anus [xxopmxka Opyaia copBaoTest, HO He B XX, a B XXI Be-
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ke. Bonpioit Bpar yxke ciienut 3a HaMu, U Ta HEOOJIbINasl TIPH-
BaTHOCTb, KOTOpAsi €CTh y HAC Ceiluac, MOJTHOCTBIO MCTIAPUTCS
set yepe3 20-30, mOToMy YTO TEXHOJIOTHS MO3BOJIMT CMOTPETh
CKBO3b CTEHBl U KPBIIIH, 3aIVISAAbIBATh B CAMble COKPOBEHHBIE
TaWHBI HAIIEW JINYHOM KU3HH, B CBATASA CBATBIX CEMBU».>

HuxkTo, HaBepHOe, HE CTaHeT CerofiHs YTBEPXK/1aTh, UTO CTpa-
xu Crimtbepra abcomoTHO Oe30cHOBaTebHBI. Y KapTUHBI-TIpe-
aynpexaeHus, nogoousie Minority Report, Bpemst oT BpeMeHu
CO3/1aBaTh HEOOXOAMMO YKe 3aTeM, YTOOBI JIIOJIV HATJISIIHO BUJIE-
7M1, KyJa CIIoCOOEH YBECTH OOIIECTBO HEYIePKUMBIN MPOrpecc
TEXHOJIOTUH.

OpHako, MUMeeT CMbIC BCeraa MOMHUTh, YTO HUKAKOW KOH-
CEHCYC JaKe CaMbIX aBTOPUTETHBIX (DyTYypOJIOrOB IJIAHETHI HE B
cuJIax MpeAcKasarh peanbHoe Oymyiee yeiaoBedecTBa. Benp ca-
Masl TJ1aBHasi OCOOEHHOCTH Hallleil UICTOPUM — 3TO ee MOTHenIas
HerpecKa3yeMocTh. JJoCTaTOYHO BCIOMHUTD COOBITHSI OYpPHOTO
XX Beka. Ctosnb pagykHble HaIekKIbl HA TOPKECTBO ITPOrpec-
ca, HAyKU U MPOCBEIICHUS] B CaMOM Havajie CTOJeTHs, a BMe-
CTO 3TOTO — YY/IOBMIIHAS TIO MAcITabaM XKEPTB U pa3pyxyl MH-
poBasi BoiiHa. Yepes mapy AecsATKOB JIeT — ellle OfHa, Aaxe 00-
Jiee cTparliiHas 1io0anpHast OoliHs. B cepenuHe Beka — Mup, pac-
KOJIOBILIMICSL HA J]BA HETIPUMHUPUMBIX BPAXIYIOIIUX Jlareps u
MIOATOTOBKA K TPETbEH, TENEPh yKe AAEPHOM MHUPOBOM BOWHE.
A BMECTO 3TOro — ellle yepe3 NOoJICTONeTUS — (PaKTUYECKH TOJ-
HBII, HUKEM He MpPEeICKa3aHHBI KOJUIANC KOMMYHHUCTAYECKON
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CHUCTEMBI, IJI00aMM3aI|sl SKOHOMHUKH U €IMHOEe MH(POPMAIIMOH-
HOE ITPOCTPAHCTBO TUIAHETHI.

B maHHO¥ KHHTe He AaeTcsi HUKAKHUX MpeICKa3aHuil Ha Oyy-
mee. Ho 3aeck 1ocTaToyHO TiIaTeabHO cOOpaHbl (hakThl O pe-
QJIBHBIX BO3MOKHOCTSIX, HEJJOCTaTKaxX M NEPCHEKTHUBAX COBpE-
MEHHBIX MH(OPMALIMOHHBIX TEXHOJIOTHH, CTONb CEPbE3HO BIIH-
SIIOIIMX HbIHE HA pa3BUTHE yesioBeyeckoro oodmectBa. U cpeau
9TUX (PaKTOB BpeMs OT BPEMEHU HEIIPEMEHHO MEJbKAIOT U Ta-
KM€, YTO OKaKYT OUYEHb CEPhE3HOE BO3/ICHCTBUE HA MUP, KAKUM
OH cTaHer eule yepe3 50 ner.



I'maBa 1
Martpuia, ee MyTaHThI M XaKePbl

CIKI, 1917
JIydiie 061 OH ocTaJcsA OMOJIMOTEKaApeM

B vione 1917 rona Darap ['yBep 3akoHUMI I0pUaUYECKU (a-
KyJbTeT YHuBepcutera Jlxxopaka BammHrToHa u B ToM ke Me-
csitie TIO MPOTEKINH JISITU-CyIbU Hauausl paboTy B MuHHCTepCTBE
1octuiu CIITA. Bee yetsipe roga B ynusepcurere I'yBep yumi-
cs1 TI0 Beuepam, a THeM JIOJKEH ObUT paboTaTh — KypbepoM B bro-
moteke KoHrpecca, — OCKOJIbKY CEMbs1 IOCTOSIHHO UCTIBIThIBA-
JIa cepbe3Hble IEHEKHbIE 3aTPYAHEHUS U3-3a TUIOXOT'0 3[J0POBbSI
oria, JJukepcona I'ysepa.

Kapbepa ['yBepa B MMHUCTEPCTBE Pa3BUBAIACh CTPEMUTEIb-
HO. Bcero yepes ABa rozja TOrjaliHUK TeHepasibHbl POKYpPOp
Aunexkcanap ITanvep caenan CMBIIUIEHOTO MOJIOIOTO YeJIOBEKA
CBOMIM TTOMOITHMKOM MO OCOOBIM MOpyYeHHsiM. B 3Toi mormk-
HocTH ['yBep cras oTBevars 3a HOBOe nojapasaenenue, Otaene-
HUe o01el pa3Benku, chopMUpOBaHHOE Jis1 cOopa MHGpopMa-
LIUU HAa «PEBOJIIOLIMOHHBIE U YJIbTPAPEBOTIOLUOHHBIE TPYHIIbI».
Ara paboTa, 1o CyTH Jiefa, uaeaabHo noxporuia ['yBepy, MOCKob-
Ky TOT BCET/1a MOJTy4Yasl OrPOMHOE YIOBOJILCTBUE OT COCTABJIEHUA



KapTOTeKW Ha KHWIH JIMYHOW OMOIMOTEKU U OT padOTHI C KaTa-
JIoraM¥ OTPOMHOTO KHUroxpanumiia buomoreku Konrpecca.
Ternepb OH MOTYYHJT BOBMOKHOCTb UCIIONIb30BaTh CBOM OOJIBIIION
OIIBIT JJIs1 COCTaBJIEHUS] OTPOMHOM KapTOTeKH Ha KOMMYHHUCTOB,
AQHAPXHMCTOB M IMPOYMX JIEBAIIKMX «ITOIPHIBHBIX JIEMEHTOB..

B TeueHue HecKONBKHX JieT TION pyKoBoAcTBoM ['yBepa Obl-
JIa COCTaBJIeHa TUTaHTCKasi TPOMH/IEKCUPOBAaHHAS KapTOTeKa To-
YTU Ha NOJIMUIIMOHA (450 ThICSIY) UMEH JIIOJeU MPeArnonoKu-
TeJIbHO JIeBbIX yoexaeHuil. [Ipumepno Ha 60 000 u3 HUX, paciie-
HeHHBIX [ 'yBepoM B KauecTBe Hanbosiee OMacHbIX, ObUTH COOPaHBI
noipoOHbIe Ouorpadrueckue naHHbie. C I0HBIX JIET HAITYTaHHBIN
KpacHoii yrpo3o#, ['ysep yoeaun [lanvepa, 4to Bcex mogoOHbIX
Jrofer HeooxonuMo xBataTh U BeiceU1aTh U3 CIIIA. B neHs BTO-
POt TOOBIIMHBI pyccKoil OKTSIOPhCKOI peBOMonyy, 7 HOSIOPS
1919 roga, nonvuus OAHOBPEMEHHO apecToBaja B 23 ropoaax
ceoitie 10 000 yenoBek, MOIO3PEBABIINXCS B OOJIBIIIEBUCTCKUX,
AQHAPXMCTCKUX U TMPOYMX JIEBOPAIUKAIBHBIX B3IJIsIIaX. APECThl
COMPOBOKIATUCH MTOOOSIMHU U UPE3BBIUAIHO KECTOKMM OOpaitie-
HUEM, BOI/IS1 B UCTOPUIO KaK OJIVH U3 HauoboJsiee, BEPOSITHO, Uy/10-
BUIIIHBIX MPEIeIEHTOB HapyllleHus rpaxaaHckux npas B CIHA
B XX Beke. [lomasisioriee OONBIIMHCTBO apeCTOBAHHBIX OBLIN
aMEepUKAHCKUMU T'pakJaHAMM, BBICTIAaTh UX U3 CTPAHBI HE OBLIO
HUKAKUX OCHOBaHUH, TaK YTO B KOHEUHOM UTOTe BJIACTH ObUIN
BBIHYKEHBI UX oTiycTuTh. Ho Darap I'yBep B pesysbrare nomy-
YIJI B CBOE PACIOPsKEHUE UMEHA COTEH aIBOKATOB, BHI3BABIIINX -
Cs1 IPEJICTABIISATh MHTEPECHl APECTOBAHHBIX B cyjie. Beex aTux a-



BOKATOB, TaK K€ KaK U )KyPHAJIMCTOB, U BCEX MPOYUX, OAABIINX
roJIOC COUYBCTBUSI B aJJpeC PENpecCUPOBAHHBIX, TAKKE 3aHECIIN
B MIOCTOSIHHO PaCTyIIyio 6a3y JaHHBIX.

Korma B 1921 rogy Otaenenue oOiei pa3BeiKd BOIUIO B
cocraB biopo paccrnenoBanuii Munucrepcra octuiuu, I'yBepa
MPOU3BENN B 3aMeCTUTENM aAupekTopa biopo. B 1924 rony on
yX&Ke caM CTaJl TIMPEKTOPOM, TTOCTOSTHHO 03a00UEHHBIM YJTydIlie-
HUeM UH(OPMAIIMOHHOTO obecrniedeHus paccieaoBanuid. B 1926
rogy Darap ['yBep co3nman B Biopo 6a3y OTIEYaTKOB MabIeB,
KOTOpasi CO BpeMEHEeM CTaJia CaMbIM OOJIBIITM B MUPE X PaHUJIH-
1eM MoJgoOHOro poja.

B 1975 rony, Tpu roaa crycts nocne cmeptu I'yBepa, amepu-
kaHckui KoHrpecc otnan pacnopsikeHre Npou3BeCTH TIATEb-
HYIO ITPOBEPKY BCEX JIOChE 0 TeMaTHKe «BHYTPEHHSIsI Oe301ac-
HOCTb», XPAHAIIMXCS B IECATU OCHOBHBIX yripasiieHusix PbP. B
pe3ysbTaTe 3TOM MPOBEPKH BBISICHUIOCH, YTO CBBIILE 1BAIATH
MPOIIEHTOB BCEX YCWJIMU BIopo ObLIO HAIpaBjeHO Ha OXOTY 3a
MPETONOKUTENbHO «IOIPHIBHBIMU dJIeMeHTaMu». [Ipudyem pe-
QJIbHBIA KPUMUHAJT ObLT OOHAPYKEH JIMIIIb B YETHIPEX U3 JCBAT-
Ha/IATH THICSAY CEMUCOT PACCIEAOBAHUIM, ]a U BbISIBJICHHBIE Ye-
THIPE CIydas He MMeJU HUYero oOIIero ¢ HallMOHAJIbHOW O0e3-
OIACHOCTHIO, MIMHUOHAKEM U TEPPOPU3MOM.

[Moxoxe, nuist CIIIA 6b110 GBI TOpA3/I0 JIyUllle, eciiv Obl Darap
['yBep Tak U ocTalicss OMOIMOTEKApEM.



Marpuna — nepesarpyska TIA

ABaenne TIA

B HOs16pe 2002 roma Mup y3HaI O HOBOM, YPE3BBIUAIHO aM-
OUIIMO3HOI MH(POTEXHOIOrMYecKol rporpamme IlenTtarona, mo-
JyuyuBlel Ha3zBaHue «ToTtanbHass MH(GOPMAIIMOHHAS OCBEIOM-
JeHHocTb» i Kpatko TIA, ot Total Information Awareness.
Lenplo 3TOM MpOrpaMmbl, 3aIyIIEHHOW B ATEHTCTBE NeEpeno-
BBIX BOeHHBIX uccienosanuii (DARPA), Buaenocs co3gaHue ru-
TaHTCKON KOMITHIOTEPHOM CHUCTEMBI IJIsI HAOMIOAEHUs 32 MHO-
rumu MuwuMoHamu rpaxaaH CIIA u apyrux crpaH mmpa —
IUTSI TIPEJOTBpAIIIeHN S, KaK OOBSIBJICHO, OYAyIIUX TePPOPUCTH-
YeCKMX aKTOB Ha 3Tarie Mx noarotoBku. Ilon «HaGmoneHuem»
3[1eCb MIOHUMAIOTCS TIOCTOSIHHBIE aHAJIM3 M OLIEHKA JIaHHbIX U3
MHOKECTBA CBE/IEHHBIX BOSIUHO WH(OPMAIMOHHBIX 0a3, IMpa-
BUTEJIbCTBEHHBIX 1 KOMMEPUYECKHX, COIEPKAIIIMX CaMble Pa3Hble
CBEJIEHUS O JIMYHOM JKU3HU T'PaKJaH [0 BCEMY MUPY.

Ilns obiero pykoBojcTBa poektoM B DARPA 6b110 co3pia-
HO CllelajibHOE YIIpaBjieHue MH(MOPMALIMOHHOW OCBEIOMIIEH-
HOCTH, BO3IU1aBUJ1 KoTopoe agmupain kol [loitHaekcrep, B cBoe
BpeMs MOJTyYUBLIMI OYEHb POMKYIO CKaHAAJIBHYIO U3BECTHOCTh
B Ka4eCTBE COBETHMKA IO HAIIMOHATBHON 0€30MacHOCTU Mpe3u-
nenta Peiirana. ITo cinoBam IloitHaekcrepa, ero 3agaya — co3aThb



HOBYIO T€XHOJIOTUIO J1s1 3(P(PEKTUBHOTO MpocenBaHus1 UHGOP-
Mallyy, HaKaIIMBaeMoW B «CBEPXOOJIBIINX» XPAHWIUINAX JTaH-
HBIX ¥ B OOBEJMHEHHBIX CEThI0 KOMITbIOTEpax. Takasi TEXHOJO-
ISl TIO3BOJIUT OTBHICKMBATh XapAKTEPHbIE CJIEbl HA3PEBAIOIINX
yIpo3 Cpeid MHOXECTBA €KEJHEBHbIX TPAH3AKIUI — MOKYIOK
JIMTEPATYPhl U XUMUKATOB, OPOHUPOBAHMS OMJIETOB WJIK MECT
B TOCTHHUIIE, OOpaIlleHs1 K BpayaM WJIM KOHCYJIbTaHTaM. Bra-
CTU Y€ JOCTATOYHO JABHO UMEIOT JOCTYI K Macce BCEBO3MOXK-
HOW MH(pOpMAaLIMU O AeSITETbHOCTA KOHKPETHBIX YCTAHOBJIEHHBIX
TEPPOPUCTOB, HO JJIS 3TOro, roBopuT IloMHaeKcTep, Kaxabpli
pa3 MpUXoAUTCs JUOO MOIyYaTh OpAIep B Cyle (Ha TEPPUTOPUN
CHIA), nuo npearnpuHUMATh AOCTATOYHO YTOMUTEIIbHBIE YCHU-
JIS1 110 IUTIJIOMaTUYECKMM UJTU Pa3BEIbIBATENIbHBIM KaHaIaM (32
pyoexom). HoBast xe cucrema TIA, Kak BUIIENIOCH ee cO3/aTe-
JISIM, TIO3BOJTMJIA OBl IOCTUIaTh HYXHBIX 1IEJIel HAMHOTO OoJjiee
3¢ppeKTUBHBIM criocoboMm.*

CyTb HOBOIl TEXHOJIOTUM HE CTOJILKO B OTCJIC)KMBAHUU YiKe
W3BECTHBIX JIIOJEH, TOraJbIBAIOIINXCS, BOBMOKHO, UTO 32 HUMH
CIIE/ISIT, CKOJIbKO B BBISIBIEHUM «TOIO3PUTEIBHBIX» CTPYKTYP B
NOBe/IEHUH Bcex Jiofiel BooOie. MiHaye roBopsi, BCAKUN 3aKa3
MO KPEIUTHOM KapTe, BCSIKasi MOANMCKA Ha KypHaJl WM Tase-
Ty, BCSKVI BBIMTUCAHHBIA PELIENT Ha MEJIMKAMEHTHI, BCSIKUI BeO-
caiit, noceiiaeMeiii B IHTepHeTe, BCsKas JEKTPOHHAS TOYTa,
BXOJISIINIAsT WJIM UCXOMSAIIAs, BCSIKAN B3HOC B OAHK WJIU ChEM Jie-
Her, BCSIKasl 3aIlJITAHMPOBAHHAS MIOE3/IKA — BCE 9T AAHHbIE, (PUK-
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CHpyeMble B KaKMX-TO 0a3aX JIaHHBIX, CTAHOBSITCS IPEIMETOM
NPUCTATIBHOTO UHTEPEeca CHElCTy)0 M 00bEeKTOM 00pabOTKH IS
UX CHElUATbHOTO aHATUTUYECKOTO HHCTPYMEHTAPHUSL.

BnoxHoBiieHHbIE TPaHAMO3HOCTBIO 3ajauyu, co3gareau TIA
YKpPacHuiv, Kak CMOTJIM, CBOU BeO-cailT 60raroil 1 MHOTO3HAYU-
TeJIbHOW CUMBOJIMKOU. B KadecTBe 3MOiemMbl IpOeKTa ObLT BbI-
OpaH JApeBHUII MAaCOHCKUI 3HAK «BCEBUIAIIETO OKa» — IJa3 B
BEpIIMHE MUPAMUbI, MPUCTAILHBIM B30POM OCMATPUBAIOIITUI
3eMHOM 1m1ap. JIeBu3 Toke mogo0paiu moaxoasaIui — JaTHHCKOE
u3pedenre Scientia Est Potentia (3Hanue — cuna), 0OBIMHO TIPH-
niceiBaeMoe PpaHcucy bakony.

Yero ke He yaaioCch MPeIyCMOTPETh UCKATENSIM «TOTaJIbHOTO
3HAHUSI-CUJIbI», TAK 3TO B BBICIIIEH CTETIEHU HETaTUBHOM PeaKIuu
oOmecTBeHHOCTH Ha mporpammy TIA. Mano Toro, 4to co3na-
€TCsl TeXHOJIOTHUS JIJIs1 TPAHAMO3HOTO BTOPXKEHUsI TOCYAapCcTBa B
YaCTHYIO ’KU3Hb IPaKIaH, Tak ellle BO IJIaBe MPOEKTa MOCTaBU-
JI OTbsIBJIEHHOTO npoxunjes u jukena [oiinaekcrepa. TyT xe
BCIUTBUIA BCE W3BECTHBIE HEJMIIENIPUSATHBIE (DAKThl U3 OMOrpa-
(vum otcraBHOTO ajmMupana. Kak ObIBINMIA IJ1aBa COBETA HAIIAO-
HaJIbHOM 0€30MacHOCTH B pEMraHOBCKOM aIMUHUCTparmu, [IKoH
[Mowtanekcrep B 1990 rogy ObuT ocyxkieH (enepaibHbIM CyI0M
MO TSITU YTOJIOBHBIM MPECTYIUIEHUSIM, BKJIIOYAsi JIOKb B ITOKa3a-
Husx KoHrpeccy, yHUUTOXEHHE KOMIPOMETUPYIOIIUX O(UIIN-
AJIbHBIX JIOKYMEHTOB U MPENSTCTBOBAHUE MAPIaMEHTCKOMY pac-
cnenoBanmio B aene «Wpan-Konrpac». [Noiinpekcrep Obl1 0f1-
HOW U3 LIEHTPAIBbHBIX (PUTYP B 3TOM CaMOM I'POMKOM HOJIUTHYE-



ckoM ckanpasne CIIA 1980-x rogoB, BKJIIOYABLIEM TalHYIO [TPO-
Jaxy opyxus MpaHy ¢ nepeBogoM MOJYYEHHBIX JEHEr Ha MO-
MOIIIb KOHTPPEBOMIOIIMOHHOMY ABUkeHHUIO B Hukaparya, akTuB-
Hoe ydactue [IPY B noanonsHoM HapkoOW3HeECe U Ipyrue Hesie-
rajibHble (POPMBI JICATEILHOCTH CIIEICTYKO I TAWHOTO (PUHAH-
cupoBaHus cBoux oneparmi. ITokuaas benbit goM, npe3uaeHT
xopnx byii-nana, cam B niporiom aupekrop LIPY, amauctu-
POBaJI BCeX, KTO ObUT OCY3K/IEH IO STOMY I'POMKOMY [IeJTy, & MHO-
rve NIOKUPYIOIIYe MOAPOOHOCTH STOM UCTOPUU TaK M HE CTaIU
JOCTOSTHAEM I POKON OOIIECTBEHHOCTH.

INFORMATION AWARENESS OFFICE

Scientia Est Potentia




Hcxoomwiii 6uo oghopmnenus eeo-catima TIA

B TIA poctatoyHO OBICTPO MOHSIM, YTO 3aTesiHHAas pado-
Ta ObUIA TIO/IaHA HEYAYHO — M YKe B JeKaOpe MHTEpHET-Iyo-
JIMKa CTajla OTMEYaTh 3aMETHblE KOCMETUYECKIE KOPPEKTHUBbHI B
ocdopmiteHnH BeO-caiiTa mpoekta. CHavyasa vicuesnu ouorpadun
IJIaBHBIX CO3J1aTesieil MpOorpaMMbl, 3aTeM CYIIECTBEHHO COKpa-
TWICS NEpPEeYeHb KOHKPETHBIX THUIIOB JAHHBIX, IIPOCEUBAEMbIX
¢unsrpamu TIA. Hakoner, k koHIly nekaOpsi, BMeCTe C Jpyru-
MU COZIEpKaTEIbHBIMU ACTAISIMU UCUYE3TIA U «TAMHO-MACOHCKas»
sMOIemMa ¢ MMPaMKION U 3eMHBIM Tiapom. CaM ke MpoeKT, TeM
HE MEeHee, IPOJOJIKal Pa3BUBATbCS CBOMM XOJIOM, HO TETEPh B
MeHee JIOCTYITHOU B30py 0OIIecTBeHHOCTH hopme.>

H0ﬂ03peBaIOTCH BCE

B ampene 2003 roga cranm M3BEeCTHH HEKOTOPBIE MOAPOO-
HOCTH O TOM, KaK IMPOUCXOJUT HAIMOJTHEHUE IIeHTPaIM30BaHHON
6a3bl JaHHBIX (hballlaMHM CO CIMCKaMM TOTEHIMAJIbHO «HeOma-
TrOHaJeKHBIX» rpaxkaad. B Helo-Mopke 3261 TpeBory mpaso-
3alIUTHUKY, YCTAHOBUBIIKE, YTO TOJMIIMS, B MACCOBBIX KOJIH-
YecTBax apecTOBBbIBABIIAS YYACTHUKOB JIEMOHCTpAIUil TTPOTUB
BOIHBI B Mpake, 3aepxuBaia JoIel B y4acTKe, €CJIU T€ OTKa-
3bIBAJIMICh TIOMMMO OOBIYHBIX UMEHH U aJpeca cooO0mars o cede
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Maccy AONOJTHUTENIbHBIX CBEJEHUM: IJIe OHU YUYWIUCh, YJICHAMHU
KaKMX OpPraHu3aluy COCTOSIT, YYaCTBOBAJIM B AKIMAX MPOTECTa
MpeX/IE U Tak Jajee. 34eCb YMECTHO BCIIOMHUTb, YTO COIJIACHO
Oo(pUIMAJILHBIM CTaTUCTUYECKUM JaHHbIM B 2002 romy B TIOpb-
max CIIA conep:xanoce CBbIIE 2 MAJUTMOHOB I'PAKAAH CTPAHBI,
YTO ITPY HaceNeHUH 286 MUJUTMOHOB cocTasiisteT okoito 0,7 % ot
oOrero uucia. [Ins cpaBuenus B Kurae, KoTopblii MHOrMMHM pac-
LIEHUBAETCSl KaK aBTOPUTAPHOE MOJMLENCKOE TOCyAapCTBO, Ha-
cuuThiBaercs 1,4 MAJIJIMOHA 3aKJIIOYEHHBIX MpU HaceneHuu 1,3
MWLIMapaa, T. €. okoso 0,1 %.°

Ilnst noBblieHUs1 3(pHEKTUBHOCTU «TOMCKA BParoB» B Map-
te 2003 r. MunucrepctBo octuiuu CIIIA cyniectBeHHO OHU-
3WJIO TUIAHKY TOCTOBEPHOCTU MH(OPMAIIMKM, BHOCUMOW B HallU-
oHaybHYI0 0a3y naHHbix 0 ipectynmHocT NCIC (National Crime
Information Center). [Io BBeJileH!s1 HOBBIX IPABUJI TaM COAAEPKa-
J0ch 39 MUJUIMOHOB 3aIMCEN O 3apErMCTPUPOBAHHBIX MPECTYTI-
JICHUSIX U MPECTYIHUKAX, TEeNepb ke TyAa BHOCUTCS HE TOJb-
KO a0COMIOTHO JTOCTOBepHasi WH(MOpMAIWs, HO U HEMPOBEPEH-
HbIE CUTHAJIbI, PACLIEHUBAIOIIMECS Kak cepbe3Hble. [Tomumo 310-
ro, B ®BP cocrarieH coBepIlieHHO HEOOO3PUMBIM CITUCOK «ITO-
JO3PEBAEMBIX B TEPPOPU3ME>, COCTOSAIINI U3 13 MUJIMOHOB Yye-
JIOBEK, T. €. Moyt 5 % ot Bcero Hacenenus: CIIA. Ceenyiue
JIIOAU, YMEIOIIME CUUTaTh, TYT k€ HECJIOXKHBIMU apudmerrye-
CKHMMH KaJIbKYJIALMAMY HAITISIAHO POAEMOHCTPUPOBAIIY, CKOJIb
HeJIENbl MONBITKY MPUCTATIBHO clieauTh 3a 1/20 goneit crpaHsl 1
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K CKOJIb YyHOBHIIHBIM OIMOKAM 3TO OyAeT MOCTOSIHHO MPUBO-
INTB.”

[TooOHBIe pacyeThl, OJHAKO, YOEKJAIT KOro YrojHoO, HO
TOJIBKO HE TeX, KTOo (hOpMUpPYET TOTaNIbHYIO cynepOa3y. BecHoii
2003 roma crajio U3BECTHO, YTO €4Ba JIA HE 3a roj 10 OObABJIE-
HuA nHUIMaTuBel TIA 1o 3aKa3y NpaBUTEILCTBA AMEPUKAHCKUE
YaCTHbIE KOMITAHUY UHTEHCUBHO, TAHO U B MaCCOBBIX 00beMax
HayaM CKYNKY MH(MOpMALIMU O IPakJAaHaX MHOCTPAHHBIX TOCY-
napctB. B yactHocTH, pupma u3 Atnantel ChoicePoint mponana
«3aMHTEPECOBAHHBIM IPABUTEILCTBEHHBIM BegoMcTBam» CIITA
CBBIIIIE COTHM MWUIMOHOB COOpPaHHBIX €10 3alvceld O rpaxia-
Hax Bpasunmu, Mekcuku, Konmymouu, Benecysnsi, Kocra-Pu-
ku, ['Baremansl, ['onnypaca, CanbBanopa, Hukaparya. Ilonar-
Ho, uto ChoicePoint criermanusupyercsi Ha rocyaapcrBax Jla-
TUHCKOW AMEPUKU, HO HABEPHSIKA €CTh U Apyrue (pUpMsl, crie-
LMAJIM3UPYIOLIMECS Ha IIPOYMX PETMOHAX IUIAHETHI. Beap Tenepn
(pakTHYECKHM BCS 3arpaHulia — 3TO MOTEHIIMAIbHAs yrpo3a Ame-
puke.?

BoabHOM cKopee KUB, UYeM yMep

TpynHo ckazaTh, yeM uMeHHO cuctema TIA He moHpaBUIaCh
aMEepUKaHCKUM KOHI'peccMeHaM, Ho jietom 2003 roaa crajio no-
HATHO, 4TO OyyIIiee MporpaMMBbl JAJIEKO HE CTOJb PalyKHO, KaK
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BUEJIOCH ee uaeonoram. [IbiTasich cnacTy cuTyaluio, OHU U Ha-
3BaHUE CMEHWJIM Ha MEHEe BbI3bIBAIOILIEE — TENEepb YKE HE TO-
TajbHasA, a «/MHpopMalMOHHas: OCBEJOMJIEHHOCTb O TEPPOPU3-
me» (Terrorism Information Awareness). I HavampHMKa Tpo-
rpaMMbl CMEHWJIA, BHOBb YOpaB B TeHb OIMO3HYIO pUrypy aj-
mupadna [onnnekcrepa. Huuero e momoriio — cucrema TIA Tak
¥ HE CMOIJIa CTsDKaTh HUYEro, KpOMe 4Ype3BblYaiHO HEraTuB-
HOW Tpecchl U KPUTUYECKUX OT3bIBOB KOHI'PECCMEHOB, YCMOT-
PEBIINX B rUIep-0as3e JaHHBIX YUCTYIO OPYJUIOBIIMHY U OTUYET-
JIMBbIE KOHTYPbI TOTaJMTapHOro bosbioro bpara.

Odunmansias cmepts TIA Hactynmia 24 centssops 2003 ro-
na. B 3TOT leHb Ha COBMECTHOM 3ace/laHiM OOeHX MajaT ame-
pukaHckoro KoHrpecca GOJBIIMHCTBOM TOJIOCOB OBLIO MPUHS-
TO peLIeHUE O MOJHOM JiniieHnu (puHaHcupoBanusa B 2004 ro-
ay kak nporpammbl TIA, Tak 1 ee opraHu3yomei CTpyKTypsl —
VYnpasnenus nHpopMaMoOHHOM ocBeoMJIeHHOCTU. [IpaBna, B
JENCTBUTEIBHOCTU CTOJIb 3(P(EKTHOE pellieHue BOBCE HE O3Ha-
YaJio MpeK pamieHne pa3padoTKN KOMIUIEKCa UCCIeJOBATETbCKUAX
poeKToB, BxoauBsInux B coctaB TIA. IIpocto ux packuaamu no
JpYyTUM YIPaBJIEHUSAM M areHTCTBaM. B pesysbrare curyanus
cTaja CKopee Jaxe Xyke, yeM Oblla, MMOCKOJbKY paboThl TOCY-
JapCcTBa, COCPEJOTOUEHHbIE HAa KOTTAaHUM B JIMYHOM KU3HU TpaK-
JIaH ¥ TIOTNABIIIME TIOf] OTOHb KPUTHUKH, TeTIEPb CTAJIU MPaKTHYe-
CKY HEBUAMMBIMU JJIs1 MyOJIMKHU. A 3HAUUT, U HAMHOTO MEHbIIIe
JOCTYITHBIMU [IJIs1 KOHTPOJISI CO CTOPOHBI OOIIECTRA.

OTHBIHE M3BECTHO JIMILb TO, YTO BOCEMb CaMOCTOSITEJIbHBIX



nporpamm, BxoauBIux B coctaB TIA, OymyT mpoaokeHbl B py-
rux noapasnaenenusx DARPA, 1. e. ux ¢puHaHCcMpoBaHKe po-
cTo OyJeT oCyHIecTBIATLCS MO ApyruM KaHajiam. Kpome Toro,
POIICTBEHHbIE UCCIIeAOBaHUS OYIyT OCYIIECTBISThCS B paMKax
3HAYMTENILHO OOJIee CKPHITHON MPOrpaMMBbl CIIEIICTY KO, H3BECT-
Hoi nop Ha3BanueM NFIP mmm National Foreign Intelligence
Program. D1y nporpaMMy COBMECTHO BEJET Lieslasl IpyIa Ta-
KHMX areHTCTB, Kak lleHTpanbHOE pa3BelblBATENIbHOE yIpaBJie-
Hue, PenepanbHOe OIOPO paccieoOBaHUA M ATEHTCTBO HallM-
OHAJTLHOW Oe30macHOCTH. BIomKkeT mporpaMMsl OTHOCTBIO 3a-
CEeKpedeH, TaKkXe Kak M MOAPOOHOE PaCKPHITUE TIeJIe COBMECT-
HOU paboThl, CKPbIBAEMOI 32 HAOOPOM MPUMEPHO TAKUX CJIOB —
«MHCTPYMEHTAapu# 1J1si 00pabOTKM, aHAIM3a U COBMECTHBIX JIeH-
CTBUM B KOHTPTEPPOPUCTUYECKOM BHEIHEW pasBeike». B co-
OTBEeTCTBUU C HOBBIMHM 3akoHamu CIIA, cienyer HanoMHUTS,
Terepb HUYTO HEe MelIaeT MCHONb30BaTh JI0Oble MHCTPYMEHTHI
NFIP u BHyTpH cTpaHbl.’

MATRIX cerognsi — 310 TIA Buepa

Cny4allHO WX HET, HO POBHO 4Y€pe3 Tofl MOcCJIe sIBJICHUS Ha-
pony TIA, B HossOpe 2003 cTaio U3BECTHO O HOBOW peMHKapHa-
UM TOM K€ CaMoM, B CYLITHOCTH, UJIEN, HO TeTlephb yXke TMOJ1 BU-
JIOM He TOCyJapCTBEHHOI, a KoMMepueckoil mporpammsl. [Ipo-

9 [SC03]



rpaMMa HOCUT Ha pelakocThb noaxopsinee HazBaHue MATRIX,
KaK akpoOHMM NoiHoro HasBanusi — Multistate Anti-Terrorist
Information exchange, T. e. «AHTUTEppOpPUCTUUECKUI UH(]OP-
MAIlMOHHBII 0OMEH MHOXeCTBa IITaToB». COIacHo ee co3aare-
o, priopuckoii kommnanuu Seisint, MATRIX npencrasinsier co-
60i1 KpyIHEHIYI0 Ha 9TOW TuiaHeTe 0a3y TaHHBIX, COAEPKAIITYIO
Ha TOT MOMEHT cBbilie 20 MUIIMapAoB 3anuceid. Paboras coB-
MECTHO ¢ JlenapTaMeHTOM ITPaBOOX PAHUTENIbHBIX OpraHoB P1o-
punsl (FDLE) v nonyuuB 12 mMuiimoHoB aoiuiapoB u3 dene-
panmbHOTrO Otokera, upma Seisint pazpadareiBaia MATRIX
TakK, YTOObI CUCTEMa MOTJIA HAKATUIUBATh JOChE Ha KaXJOrO OT-
JeJIbHO B3SITOTO TpaskaHUHA CTpaHbl. EcTecTBeHHO, Besl paboTa
3aTestHa JIMIIb JUIS1 TOro, 4TOOBI [TOMOYb CTpaHe B OOphOE C Tep-
popusmom. Hy a momyTHO, Kak MpUSATHBINA OOHYC, 3Ta JKe CHUCTe-
Ma MoMOkeT 3(p(HEeKTUBHO BBISBIATH OAHIUTOB, PIKETUPOB, MO-
IIEHHUKOB U MPOYUX MEA0(PUIIOB.

Heo6espHTEpecHO oT™MeTuTh, YT0 MATRIX mmeer Oosnbiiioe
cxonctBo ¢ TIA He TOMBKO B (PyHKLMOHAJIBHOM 4acTW, HO U
B KpailHe COMHUTEJIFHOM MOPAJILHOM OOJIMKE IJIABHOTO WHHM-
nuaropa npoekra. Yenosek, crosimmii 32 MATRIX — 310
BECbMa COCTOSITENIbHBINA (PJIOPUACKUN TPEANPUHUMATENL XIHK
iuep, Heapblid CIOHCOP HBIHENTHETO MOJIMTUYECKOTO PYKOBOJI-
crBa 1rara (ryoepHarop ®mnopuast Ixed By — Opat 43-ro u
cbiH 41-ro ipe3uaeHToB CIIIA) 1 60bII0N APYT HEJABHO YIIIE/-
mero Ha neHcuio miaBbl FDLE. A Kpome TOro, Kak HellaBHO
BBISICHWIOCH, B Hayasie 1980-X rofoB — aKTUBHBIA HAPKOAWJIED,



o poctapuBivii B CIHIA n3 KomymOun Heckonbko camorie-
TOB, 3arPY’KEHHBIX KOKAWHOM (3TUM OM3HECOM, HATIOMHHM, aK-
TUBHO 3aHUMAJIOCh B Ty nopy LIPY).

Oo11ieHalMOHAIBHOE paciiMpenue (pIOpUACKON KOMIbIOTEp-
HOU Oaswbl Seisint, monavay co3nanHoit st FDLE, mpoucxonm-
JIO PUMEPHO TIO CIEAYIOMIEeH cXxeMe. AMUHUCTPALIUAM JAPYTUX
HITATOB MPe/JIarajioch 3a CBOM CYET MPUCIATh UMEIOIIUECS Y HUX
(baiisbl ¢ JaHHBIMKM 000 BCEX BBIAAHHBIX BOAUTEIbCKUX JIUIIEH-
3UsIX, 000 BCEX 3aPErUCTPUPOBAHHBIX MAIIMHAX, a TAKKe UMe-
IOLIME apXUBbl O KPUMUHAJIBHOW JeATesibHOCTH. B Seisint cme-
IMBAIOT UX C AHAJOTMYHBIMU JIAHHBIMHM JPYTUX IITaTOB U CO
BCEMU «KOMMEPYECKUMU» 0a3aMU JJaHHbBIX, KOTOPblEe KOMIIAHUSI
yke ycriesa nmpruoopecTy U CKOMIIIMpoBath. [locie yero BHOBb
MOJKJIIOUMBIIUKCA [ITAT MOMYYAET JOCTYN KO BCEMY XpaHWIU-
11y, HO He OeCIIIaTHO, a, CKaKeM, 3a MOJATOPa MUJUIMOHA JI0JIjIa-
POB B TOfI.

B pesynbrarte, kak obemniaior B Seisint 1 FDLE, nons3oBarens
MATRIX snemMeHTapHBIM Ha)kaTUEM KHOIKH MOJTyYaeT AOCTYI K
camol pa3HOOOpa3HOU MH(MOPMALIUK HA UHTEPECYIOIIHX JIIOICH:
HOMEpa COLIMAILHOIO CTpaxoBaHus, poTorpapuu, AaThl poxKae-
HUs, HBIHEIIIHKE aJipeca U ctapble agpeca 3a nociaeanue 30 Jser,
Tesie(pOHHBIE HOMEpa U UMEHA APYTUX JIOIEH, KUBYIIUX I10 TO-
MY K€ aJIpECy Y MO COCENICTBY. A TakiKe: 3asBJICHUS HA MOJTy4de-
HUE KpeIuTa U OTUETHI 10 BBIIUIATAM, OMKUCAHUE MPUHAJIEKA-
el cOOCTBEHHOCTH, KOT/Ia M TJe OHa KYIUIEHA, CKOJIbKO U KO-
My YILIQYEHO BMECTE C CYMMaMHU BBITUIAYEHHBIX HAJIOTOB, UCTO-



pUs HapylIeHU s PaBWJI IPU BOKIEHUU TPAHCIIOPTHBIX CPEJICTB
C MOJHON MH(pOpMaLMeld o MpaBax U 3aperucTpUpPOBAaHHBIX Ha
3710 UM MamnHax. Hy, v Tak ganee, BKjtoyast BCIO IEpPevnCIeH-
HYI0 MH(pOPMALIMIO O POICTBEHHUKAX, OJIM3KUX U COCEsX.

MATRI X

Multistate Anti- TeRrorism Information EXchange

T'eozpacpus «Mampuypi»

TpyaHo cka3arhb, Kak JaJleKo B pyrue ITaThl ycnesa Obl pac-
npoctpanuTh cBou cetu cucteMa MATRIX, eciu 6u1 nagopma-



1Msl O Hell He HayaJla MOsIBJISIThCS B Ipecce, MOPOAUB KypHa-
JMCTCKME paccreioBanusi. IMeHHO oiHa u3 (pIOpUICKUX ra3er
packornazia MaTepuail O KpUMUHAJIBHOM MPOIUIOM X3HKa Die-
pa, Mocjae 4Yero TOT Pe3KO pa3opBajl BCE CBA3M C KOMIIaHUEN
Seisint. Ho BosHa yxe moliuia, 1 MECTHbIE BJIACTU psifia IITATOB
Havaym 3a0upaTh OOpaTHOE AaHHOE IMOHadaly coriacue. Tak,
T0CJ1e MOJHSATOTO Ky PHATMCTAMU IIIyMa FreHepaJIbHBIN TIPOKYPOP
JIKOpIKMM TIOCTAHOBWIJI, YTO Tepesiaya Ha CTOPOHY MH(pOpMa-
MU O BOAUTEIbCKUX JIMIIEH3UX U 3aPErUCTPUPOBAHHBIX MAIIIH-
Hax HapyIIaeT 3akoHbI mrara. [lamsine — 6ompine. U3 14 mraros,
ycneBiux npucoeauHuTbess K MATPULIE, 3a HeckosibKO Mecs-
e orBaviUch OperoH, Anabama, FOxnas Kaponuna, Kenrtyk-
ki 1 Jlynsuana, HalJs 17151 9TOrO B KaXK/AOM Cllydae CBOM IpU-
YUHEI. '

DTa UCTOPUS YPE3BBIYANHO HATJISITHO MTPOIEMOHCTPUPOBAJIA,
HACKOJIbKO OXOTHO BJIACTH U/1yT HAa HapyllleHre COOCTBEHHbIX 3a-
KOHOB Y BTOP)KEHHUE B YACTHYIO JKU3Hb I'PaXJaH, HO TOJIbKO MpHU
€IMHCTBEHHOM BaKHOM YCJIOBHH — YTOOBI 00 9TOM HU B KOEM
cllyyae He Y3HaJIM HY Mpecca, HU MyOJIMKa, IPUXOAIIas Ha U3-
OuparesbHbIE YYaCTKHU.
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PaauoyacToTHOE 4HCII0 3BEPs

RFID mHorogukas

B HOs6pe 2003 roma mouTH OITHOBPEMEHHO B pa3HBIX TOY-
Kax IUIaHEThl MPOLUIM [IBa HE3ABUCUMBIX IPYyTr OT Apyra Mepo-
IPUATHUSA, TECHO CBA3AHHBIX, TEM HE MEHEE, EIMHBIM ITPEIMETOM
oocyxnenusi. CHavana, 15 HosOpss B MaccadyceTckoM TexHO-
JormdeckoM uHctuTyTe, KemOpumk, nporren cemuHap «RFID
u npuBaTHOCTh» (0T RadioFrequency IDentification — TexHos0-
I'Ys pPaOYacTOTHON UIEHTU(PUKALIMM), B TUCKYCCUAX KOTOPOTO
NPUHSUIM YYacTUe YUeHble-pa3pabOTUNKY, IPEACTABUTENH TIPO-
JBUTAIOIIMX TEXHOJIOTMIO KOMIIAHWM, MPaBO3ALIUTHUKU U KYp-
HaMCThl. [TonOOHBIA HayYHO-ITPAKTUYECKUI CEMUHAP OpraHu-
30BaH BIIEPBBIE, OJHAKO AKTYaJIbHOCTb €I0 OYEBHMIHA ITPAKTUYE-
CKM JIJIs1 BCEX, KTO MOHUMAET, CKOJIb CEPbE3HYI0 YIpo3y TailHe
JIMYHOM JKU3HU MPEACTABJISIOT HOBEHIINE TEXHOIOIUU OECKOH-
TaKTHOH uaeHTU(UKaIMY U 6a3bl JaHHBIX HA 3TOM OCHOBE.

Bcero neckonbkumu HsAMU no3xe, 20-21 HOs0ps, 10 Apy-
I'YI0 CTOPOHY ATIaHTMKH, B napukckom ortene «Ilapnb ne
[omnb» cocrosiicss GOMBIION MeKAyHAPOAHBI KoHrpecc ID
World 2003. TTog obmmm aesusom «PeBosmorus uaeHTHgUKa-
IIUU B peajbHOM M ITM(POBOM MHpaxX» YYaCTHUKHU (popyMa 00-
CY)KJIaJIi JIOCTWKEHUSI Y TIEPCHIEKTUBBI OYPHO Pa3BUBAIOIINXCS



HbIHE TexHooruit RFID, GuomeTrpuu, cMapT-KapT, a TaKXke B I1e-
JioM cOop nH(MOPMAIK HA OCHOBE STHX TEXHOJIOTHUI.

[Tockonbky 00a popyMa MpOILIM MPAKTUUECKU B OJIHO Bpe-
M, TIpesk/ie BCero Opocuiioch B I71a3a TO, CKOJIb O-Pa3HOMY OI1e-
HUBAIOT TEXHOJIOTHIO OM3HEC-KPYTH B 3aBUCIMOCTH OT MECTa, Tjie
oHa oOcyxnaercs. Ha cemunape 8 MTU mHOrO BRICTYMaM mpa-
BO3AILIMTHUKH, PACCKA3BIBABIIIKE O JIMIIEMEPUH, ABYJIMYHOCTU U
JOKY, COMPOBOXJAIOIIMX BHEIPEHUE HOBBIX TEXHOJIOTUW WUJEH-
TrduKamu. A TipeacTaBuTeNny Ou3Heca, B CBOIO Ouepe/ib, Ha-
MYpaJId HA TO, CKOJIb CUJIBHO MTPEYBEJINYMBAIOT HECTIEUATUCTHI
OTACHOCTH YMITOB WJICHTU(HUKAIINKU, CKOJIb CIaObIM M TIOBEP-
KEeHHbIM nomMexam sBiisercs uanyyenue RFID, kak mHoro cno-
cO0OB ceaTh YnIl OE3eUCTBYIOIIUM U CKOJIb JIETKO ero OJIOKH-
PYIOT BCAKHE MATEPUAJIBI — OT KUAKOCTEN U YEJIOBEUECKOrO TeJla
1o Tactmace u gospru. !

3aro Ha napuxckom KoHrpecce ID World noknaapl pricoBa-
JIM 3aXBATHIBAIOIIYIO0 KAPTUHY MOOEIHOTO MIECTBUS HOBAIUM €]1-
B2 JIM HE BO BCEX MBICJIMMBIX C(pepax — OT TOProBJIM U ydeTa Ipo-
U3BOJICTBA JI0 OXPaHbl 00bEKTOB. BOOOIIE TOBOPSI, BIIEPBHIE TEX-
HOJIOTMIO PaOYaCTOTHOM UAEHTU(UKALIUY B 331a4aX OTCIIEKHU-
BaHUs1 NIEpPEMEIIEHUI U KOHTPOJIS IOCTYyINa HaYald MPUMEHSTh
eme B 1980-e rogst. OcHoBy cucteM RFID cocrasisior ycrpou-
CTBa-CUUTHIBATEN (PUAEPHI) U «YMHBIE METKU», T. €. MUKPOUH-
bl C TIOZICOEAMHEHHOM aHTeHHoW. Korjga Takas MeTka npuomim-
JKaeTcsl K puiepy, OHa aKTUBU3UPYETCSl U PaIMOBOJIHAMU BbIIA-
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€T CUMTHIBATENTI0 MH(MOPMAITHIO, X paHSIIyIOCs B MaMsATH unna. K
koHIy 1990-x ronos Texnonorus RFID gocturia takou crernenu
MUHUATIOPU3ALIMY, YTO YUTIAMU-SIPJIBIKAMU B TIPUHIIUATIE MOXHO
MOMeYaTh YK€ UTO YTOJHO — OT JIIOJIEN U OJEK/Ibl IO TEHEKHbIX
3HAKOB Y HACEKOMBIX. 2

Harnpumep, EBponetickuii nienTpanbHbiii 6ank (ECB) aktus-
HO COTPYAHMYAET C BeIyIUMHU €BPONEHCKUMU U3TOTOBUTEISIMU
MuKpocxeMm, cozfaommmvu RFID, HamepeBasich B Ovkaiiem
Oy/IyIlieM ¢ TIOMOIIIBIO 9TOW TEXHOJIOTMH 3allIUTUTh OT TOJIEN-
KU €[IMHYI0 €BPOIEICKYI0 BAIIOTY, 3alIPECCOBBIBASI YUIIbI HETIO-
CpPE/ICTBEHHO B OAHKHOTHI €BpO. Bce paboThI 10 MPUHIIMINATb-
HO HOBOM 3amuTe OyMaXXHbIX JIeHer BeAyTcsl B 0OCTaHOBKE IIO-
BBIIIIEHHOW CEKPETHOCTH, Mo3TtoMy npejactaButenu ECB kpaii-
HE HEOXOTHO COIJIAIAIOTCS Ha KOMMEHTapuH, JAlOT YKJIOHYU-
BbI€ OTBETHI U MPEANOYUTAIOT TOBOPUTH CPa3y O MHOKECTBE CO-
BPEMEHHBIX Mep 3allUThl OAHKHOT, BKJIOYasi peibedHyIo Te-
yaTh U rojorpaguyeckue nojaockl. YTo ke KacaeTcsi MUKpPOUU-
MOB, TO, COMIACHO MH(OPMAIMM CIIEIUATU3UPOBAHHBIX HM3/1a-
HUM N0 MUKPO3JIEKTPOHUKE, HaJl 9TOM 3a/1a4yei 1o 3aka3y EBpo-
TNIeCKOro 1eHTpodaHka padortatoT repmanckas ¢gpupma Infineon
Technologies AG u romnanackas Philips Semiconductors NV.
Uro ke KacaeTcsi KOHKPETHBIX CPOKOB, TO AHOHUMHBIE HCTOYHU-
kv B ECB B kauecTBe OpueHTUPOBOYHOM JAaThl BHITYCKA €BpOIe-
HEer C BCTPOEHHBIMU ynriamu HazbiBatoT 2005 rom. '3

12 [s103]
BIyon)



OpnHa u3 cambIX MHOTrooOemarnmx cgep npunoxeaus RFID
— 3TO0 aBTOMAaTM3auus marepuanbHoro ydera. B 1999 rogy B
pe3ysibTaTe COBMECTHOM OTOBOPEHHOCTH MHOXECTBA KPYIHBIX
KOMIAHUK Mpu MaccauyceTrckoM TEXHOJIOTMYECKOM KHCTUTY-
Te Obula cchopMHUpoBaHa HCCIieIoBaTeNbcKas rpynma Auto-1D
Center. B kayecTBe IMIaBHBIX 3a/1a4 Mepe]] STUM IEHTPOM Obl-
JIM TIOCTABJIEHBI pa3padOTKa U TOJIeBbIe UCIIBITAHUSI HOBOW pa3-
HOBHUJ/IHOCTH KOMIIBIOTEPHBIX CETeH, CIIOCOOHBIX MPU MOMOIIIU
yunoB u cumthiBatesiel RFID orciexuBaTh pacrosioxeHvue u
nepeMellieHue Mo CKJaJamM WIM Mara3uHam OrPOMHON MacChl
IITYYHBIX OOBEKTOB, TAKUX KaK OPUTBBI, OY THUIKH WJTK OOTUHKH.
I'naBHBIMU crioHCOpamu Auto-ID-11ieHTpa cranu Takue pupMbl U
Toprosble cetd, kak Coca-Cola, Gillette, Target, Home Depot u
Wal-Mart, KOTOpble BJIOKWIM B MPOEKT CBbIIIE 20 MIIJTMOHOB
noapoB. B okts6pe 2003 paspaborannas B Auto-ID Center
TEXHOJIOTUSI COUTEHA HACTOJIbKO 3PEJION, YTO €€ PEIICHO Mepe-
BECTH Ha CJIeYIOIIYI0 CTYTeHb pa3BuTHsl. Bee pazpaboTaHHbie B
MTU cranmaptsl u poure 00s3aHHOCTH 10 noaaepxkke RFID
nepeaansl pupme EPCglobal, coBmecTHOMY npeanpusTuio op-
rannzauui Uniform Code Council u EAN International, Benaro-
WX CTaHJIapTaMU IITPHUX-KOAOB. 4

I'panguossbie nepcnektysbl 111 RFID Buadarcsa B campix pas-
HBIX oOnactsax uHayctpun. Tak, B suBape 2003 r. aBTOIMHHBINA
ruradT Michelin 00bABII 0 HaYaJle UCIIBITAHUI YUITOB-UICHTHU-
(pykaTOpOB, BYJIKAHU3UPYEMBIX HEMOCPEICTBEHHO B PE3UHY TO-
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KpbllleKk. PajgrouactoTHasi MUKpocxeMa-uaeHTU(PUKATOP U3ro-
ToBisiercst KomnanusMu Fairchild Semiconductor International
u Philips, umeer pazmep co CMUYEYHYIO T'OJIOBKY U CHELHAATb-
HO IpeJHa3HaueHa [Jisl OTCICKUBAHUSA UHIMBUAYAJIBHON CYyb-
ObI KaJK/I0M U3 aBTOIOK PBIIIIEK. [IJIs 3TOr0 B YMIie XPaHUTCS YHH-
KQJIbHBIM HOMEpP IIMHBI, KOTOPBIM MOXHO IPUBA3aTh K HOMeE-
Py aBTOMOOWJISI; IAaHHBIE O TOM, TJie ¥ KOT/Ja TMOKPBIIIKA C/ena-
Ha; MAaKCUMAaJIbHO JIOIYCTUMOE JIaBJIEHUE; pa3Mephl U TaK Jajiee.
Bcio sty nH(pOpMaImio MOKHO CYMTHIBAT M OOHOBJISITH JIMCTaH-
IIMOHHO C TIOMOIIIBI0 py4YHOro rpudopa. Kpome Toro, kommanum
Philips u Texas Instruments pa3paboTanu s MIMH CHeNUab-
Hble yunel RFID ¢ gaTurkamu temrepaTtypsbl U JaBJIEHUs, 110 pa-
JIMO CBSI3aHHbIE ¢ OOPTOBBIM KOMITHIOTEPOM aBTOMOOWJIS, UTO-
Obl BOAWTEb MOT IO MPUOOPHON MaHENN OTCIEKUBATH COCTO-
SHUE KaXJI0U M3 IIMH MHAMBHUIyanbHO. IIpaBna, B MUIIUIEHOB-
CKYI0 PE€3MHY TaKM€ JaTUYMKH MOKa BCTPAWBATh HE IJIAHUPYET-
cs1, TIOCKOJIBKY JIJIs1 HaYaJla KOMIIAHUsI XOUeT yOequThCsl, HalayT
JIM CIIPOC IIUHBI C IPOCTBIMUA YMINaMu-uaeHTupukaropamu. Io-
Ka 4TO ynpo4yHeHHble MukpocxeMsl RFID mis muH — yaoBoss-
CTBUE JJOBOJIBHO JIOPOTOe, 00aBIISIONIEe K CTOMMOCTH MOKPBIIII-
KM HECKOJIbKO J10/U1apoB. TOUHO ellle HEM3BECTHO, 3aXOTAT JIU
ABTOMOOMJIbHBIE KOMITAHWY TJIATUTH IOTIOTHUTETbHBIE IEHBIH 32
HOBbIE BO3MOKHOCTH, OIHAaKO B Michelin yBepeHsl, 4TO 1IeHa Cy-
IIECTBEHHO YIAJIET, ECJIU JIEJI0 JOMAET /10 MACCOBOIO MTPOU3BO/I-
cTBa (exemaHeBHO 371ech Boimyckaercss 800 000 muH). '
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[leproaruecku MOCTYNAlOT WM3BECTUSI U O BEChbMa IK30TH-
yeckux npuioxenusax RFID. Bpone, k npumepy, opuruHaib-
HoM cuctembl 1Glassware, HajieIgI0IIen 3a4yaTKaMy MHTEJIJIEKTa
camble OOBIKHOBEHHBIE CTakaHbl M (yxepwl. biaromapss stomy
u3o6perenuio amepukaniia [lona [lutia u3 Hay4HO-MCCIEn0OBa-
Tenbekoro rnieHnTpa MERL, Gapmensl u oduiimanTtsel B pectopa-
HaX CMOTYT TENEPb MIHOBEHHO y3HaTbh, Y KOTO U3 MOCETUTENIEN
oIycTesio B OOKajie, MTHOBEHHO TOJICKOUMTh, BHOBb HAIIOJTHUTh
NOCy/ly ¥ IPOJEMOHCTPUPOBATh TEM CaMbIM BbICOUAMIIINI KJIacc
00CITy’)KMBaHMS KJIMEHTOB B 3aBefieHnH. B cucteme iGlassware
MUKPOYUIT C KPOIIIEYHOM KATYIIKOW aHTEHHBI KPEMsTCs K AHY
CTaKaHa B YIaKOBKeE, 3alUIIAIOIIEN IEKTPOHUKY OT MOCYI0MO-
eyHoy MaivHbl. CrieruaiabHOe MPpo3pavyHoe MOKPHITUE CTaKaHa
UTPaeT pojib AMEKTPOIOB KOHACHCATOPA, a KUAKOCTb, 3aNOJIHS-
10111asi IOCYAY, B JAHHOM CJTy4yae BBIIMOJIHSET (DYHKIIUIO AUSJICK-
TpPUKa, NEpeTeKaHue KOTOPOro B JKEJYJAOK KJIMEHTAa HU3MEHsEeT
€MKOCTb KOH/ieHcaTopa. [IocKombKy pearupyiomuid Ha 3T 1e-
PEMEHBI MUKPOYMIT Kak/JI0r0 CTAaKaHAa MMEET WHANBUAYAIbHBIN
UACHTU(UKATOP, a B KAKABIM CTOJI BCTPOEH TPAHCIISTOP-Paro-
niepeaTyrK, TO Ha MyJbTe Y OapMeHa WM MeTpIoTesis BeeT-
Cs1 TIOCTOSIHHBIMA YYeT CTEeNEHU HANOJIHEHHOCTH TMOCY/bl KJIMEH-
TOB. M Kak TOJBKO €MKOCTh KOHJAEHCATOpa B OJHOM M3 CTaKa-
HOB YMEHBIIIAETCS JO KPUTUYECKOM, O(DUILIUAHT MOTyYaeT CUTHAI
C KOOpOWHATAMM CTOJIa U MecCTa, TPeOyIoIero, BO3MOXHO, Ha-
JIUTD «€lIe N0 OIHOW» . DIEKTPONUTAHUE YUIIOB B CTAKAHAX OCY-
HIECTBJISIETCA 3a CYET PaJMOYACTOTHOTO CUTHAJIA, U3JIy4aeMOro



NEepeAaTYMKOM B CTOJE. DKCIEPThl [0 MEHEJKMEHTY pecTopa-
HOB M OTeJIel MPOSIBWIM K HOBUHKE CaMblid FOPSTYMU MHTEPEC,
Ha3BaB €€ «J0JT0kJaHHBIM M BECbMa MHOTOOOEIIAIOIIUM MPU-
JIO)KEeHUeM» . 16

Hy u, KOHeYHO ke, Hellb3s He CcKa3aTh O MacHITabHOM pac-
npocrpanenny RFID 3a nocnegnue roael B TOProBile U CUCTEMAX
orutathl. Tak, kommnanusi ExxonMobil ¢ 6osbImM ycriexom BHe/I-
puia cuctemy Speedpass Ha 6oree yem 7500 cBoux aBTO3ampa-
BOUHBIX CTaHIMI. biarogaps 3ToMy BOAUTEIM MTHOBEHHO pac-
TUIAYMBAIOTCS 32 OEH3UH, MTPOCTO TIPOBE/ls OPEIOKOM WA Kap-
Toukoil ¢ RFID-uunom BOIM3M CUUTHIBATENSI — COOTBETCTBYIO-
11asi CyMMa yepe3 KOMIThIOTEp aBTOMAaTUYECKY CHUMAETCs ¢ OaH-
KOBCKOIO CU€Ta KJIMEHTa. DTy ke cucreMy Speedpass HeJaBHO
peam3oBam B 6omee yem 400 3akycounsix McDonald's B Ynka-
rO, I7ie Terepb KIUEHTaM IMPeIoCTaBlIeHa BO3MOKHOCTh MOMEH-
TaJIbHO PACIUIAuMBaThCS 32 CBOM raMOyprepbl U KapTOIIKY-(pH.

Becpma moxoxyo cucremy non HasBanuem PayPass Hauana
BHenpATh ceTb MasterCard, BecrpauBasg RFID nenocpencrsen-
HO B KPEIUTHYIO KapTouky. biarogaps uumy-uaeHTuduKaTopy
BJIajiesiel] OCBOOOXKAAaeTCs OT HeoOXonuMocT BBoAUTH Ko PIN,
TIO/IMTUCHIBATh YeK UJIM KaK-JIMOO ellle B3auMOJIEHCTBOBATH C Iep-
COHAJIOM — €CJIM B TOUYKE pacyera, KOHEYHO, yKE MMEETCS CO-
OTBETCTBYIOLIMU CUMTHIBATENb. II0CKONBKY MPU TaKOM NOAXOE
HYXbl B IUTACTUKOBOM KapTOUKe, KaK TAKOBOM, B OOIIEM-TO yike
Het, B MasterCard paccMaTpuBaiOT U MHbIE BAPUAHTHI peain3a-
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uuu RFID, Bponie BcTpanBaHusi MUKPOUYUIIOB B aBTOPYUKY (1151
COJIMJHBIX MYKYMH) WIN XK€, K IIPUMEpPY, B CEppru (1A AaMm).
Bce ati npeameTsl, mpaBaa, HECI0KHO NOTEPATH, TOITOMY B KO-
HEYHOM cyeTe OaHKOBCKUE MHCTUTYThI OYEHb YCTPOUJ Obl BapH-
anT ¢ umruianTanueid RFID HenocpencTBeHHO B TeNO YeoBeKa.

W BOT TyT B LIEHTpe BHUMAaHMS OKA3bIBACTCA aMEPUKAHCKAS
¢pupma Applied Digital Solutions (ADS), Ha ceroqHAIHWI A€Hb
€/IMHCTBEHHAsl, KTO Y€ 3aHMMAETCs MOIKOXHbIMUA MHBEKIMS-
My RFID-MuKpocxeM He TOJIbKO JKMBOTHBIM, HO U JiIoasM. [ 1aBa
ADS Ckor CunsepMeH ToXke BBICTYIIA Ha ITApPUKCKOM KOHI'pec-
ce ID World, rae coobrmi, 4to ero pupma yxe TOTOBUTCS K 3a-
MycKy B 0003puMoM OyayIieM crenuaibHoro ceppuca VeriPay,
KOTOPBIM MO3BOJIUT JIIOJSIM PACILIAYMBATHCS 32 TOBAPHI U YCIyTU
C TIOMOIIIBIO YMTIa, IMIUTAHTHPOBAHHOTO B PYKY. !’

Bpems n1BOHBIX CTAaHIAPTOB

Pnopunckasa komnanusa Applied Digital Solutions perynaspHo
MIpUBJICKaeT BHUMAHUE TMPECChl U OOIIECTBEHHOCTH HAuyWHAs C
Hayasia 2000-x romoB, Korjga BIEPBbIE CTAM MOSABIIATHCS U3BE-
crus o ee TexHonoruu Digital Angel, no3BossioLer ¢ IOMOIIBIO
Yuna-uMIUIaHTa JUCTAHIIMOHHO WJIEHTU(UIIMPOBATh YEJIOBEKa,
CIEUTh 3a €ro reorpauyeckuM MeCTOMOJIOKEHUEM U (pu3u-
yeckuM coctostHreM. OcoObIi ke pe30HaHC MHUIMATUBBL ADS
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nonyynsim B ¢eppasie 2002, ¢ mosiBA€HUEM TOProBOM MapKu
«YuricoHsl». Aty Toproryio Mapky — The Chipsons — komnanus
Applied Digital 3aperucrpupoBaia s CBOEOOPa3HOro YBEKO-
BeueHus1 (uiopuackor cembu xekoocoB — gantucta Ixedpu,
ero xeHsl Jlecan u ux ceiHa-noapocTka Jlepeka, — BbI3BaBLIMX-
cs1 OBITh TIEPBO CEMbEN C IMITTAHTHPOBAHHBIMU B PYKY YCTPOK-
crBamu VeriChip, kancynamu pazmepom 11x2 mm, conepxariu-
MM BHYTPHU Karyuiky aHTeHHbl 1 RFID-mukpocxemy, nognuTei-
BAIOIIMMUCS OT TETUIa YeI0OBEYECKOro Opranmszma. '

Ora akuus HaISAHO NPOJEMOHCTPUPOBAIA, HACKOJIBKO
OBICTPO CTaJla MEHAThCA cuTyarusi B Amepuke nocie 11 ceH-
T0ps 2001. Korma B 2000 romy TOJBKO-TONBKO MOSIBUIUCH CO-
oOmenus o rexHosoruu Digital Angel, To amepukaHckas ooie-
CTBEHHOCTb OYKBaJIbHO BCKHIIENA OT HeroioBaHust. OueHb rpoOM-
KO 3a3ByYali rojioca He TOJIBKO MPaBO3ALIUTHUKOB, YCMOTPEB-
HIMX B TEXHOJIOTMM MOCATaTebCTBO HAa MPUBATHOCTb T'PaXIaH,
HO Y XPHUCTUAH-OPTOAOKCOB, CPa3y BCIIOMHMBIIKX 3HAMEHUTOE
OUONelicKoe MPOPOYECTBO 00 AHTUXPUCTE U3 KHUTU ATIOKAJTHII-
cuc anoctona Moanna: «M oH caenan Tak, 4To BCEM — MaJIbIM U
BEJIMKUM, OOTaThiM M HUIIUM, CBOOOIHBIM U padaM — MOJIOKEHO
Oy/IeT HaYepTaHUe Ha MPABYIO PYKY WM HA YeJI0 UX; U YTO HUKO-
My HeJsb3sl OyJIeT HU TIOKYTIaTh, HU TIPOJaBaTh, KPOME TOTO, KTO
MMeeT 9TO HauepTaHue (YMCII0O UMEHH €ro) WM 3HaK 3Bepsi»...
WHTepecHo, 4To CI0Ba O «4YHUCIIE 3Bepsi» B JAHHOM CIIy4yae MOj-
XO[IMJIA Ha PEIKOCTb TOUHO, NMOCKOJIbKY MATEHThl HA CBOW UMII-
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umruiant Applied Digital Solutions mpruoOpena BMecTe ¢ MoKyr-
kol ¢upmel Destron Fearing, cneumanu3upoBaBiueiicss Ha 4u-
nax-MeTKax Jijisl CKOTa U JIPyTUX KUBOTHBIX. BoiHa mpotecToB
B 00IIIECTBE OKa3aJ1ach TOTAA HACTOJIBKO MOIIIHOMW, YTO PYKOBO/I-
crBo ADS mocnemmio 1ath 3aHUN X0 W 3aBEpPUTH MyOIUKY,
YTO pelllnjia OTKa3aThCs OT TEXHOJIOTUM MMILIAHTAIIMU U TIepe-
KJIIOYMTHCSI HA CEHCOPBI, BCTparBaeMble B OpaciieThl WM TeH-
JUKepbI. 1Y

VeriChip, nookoodicnas kancyna ¢ mukpocxemoti RFID

Ho 3arem ciyunvich n3BectHbie coObiTHs 11 centsaops 2001,
Yl YK€ Uepe3 MATh JAHEHN Ha BOJTHE HALMOHAJILBHOW NCTEPUU XUPYPT
u3 Helo-IIxxepen Pruapn Cuiir caMOCTOATENBHO UMILIAHTAPO-
BaJ1 cede cpasy JBe Karicyisl ¢ yerpoiictBoM VeriChip — B mpaBoe
npearieuse u 6eapo, — 7adbl HA COOCTBEHHOM OpraHU3Me Ipo-
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JeMOHCTPUPOBATH TIOJIE3HOCTh HOBOHM TEXHOJIOTMU B fejie obec-
nieyeHust TMYHOM Oe3omnacHocTH. [locie 3Toro momnum cooodre-
HMs1 00 MHTEHCHBHBIX KOoHTakTax Applied Digital Solutions ¢ na-
TUHOAMEPUKAHCKUMU CTPAHAMM, TJie TEXHOJIOTHIO SIKOOBI Upe3-
BBIYAMHO aKTMBHO BOCTpeOOBajia OOIIECTBEHHOCTh, 03a00YCH-
Hasi pOCTOM KOJIMYECTBA MOXMIICHUN Joaer. A B ¢eBpajie BO
(nopuackyo mTad-KBapTUPY KOMIIAHWHA HAHEC JIMYHBIA BU3HT
Opasuibckuil ceHatop AHToHMO Ae Kynxa JInma, BbI3BaBIIMIACS
CTaTh «IIE€PBHIM MOJTUTUKOM C YUTIOM-MMILIAHTOM> . . . 2

Jleno 310, KOHEYHO, CYry00 JIMYHOE W KaX[IbIi, KaK U3BECT-
HO, CXO/IUT C yma no-cBoemy. Ho B cBeTe upe3BbIuaitHON 03a00-
YEHHOCTH aMEPUKAHCKOW rOCaIMUHHUCTPAIMK MPoOJieMaMu TO-
TaJIbHOTO KOHTPOJISI, B CTPAHE CTATIM POXKIATHCS OMACEHUsI, KaK
Obl HanboJIee JIOsTbHAS K BJIACTH YacTh OOIECTBa He MOTPedo-
Bajia BceoOlleil norosoBHoi umruiantauu. [lomoOHble omnace-
HUSI HE TaK-TO MPOCTO Ha3BaTh MOJTHOCTHIO OE30CHOBATEIbHBIMH,
TIOCKOJIbKY B Tipecce U VIHTepHeTe yke HEOMHOKPATHO BbIJBHIa-
JIMCh TIPENIONOKeHUs, 4To y (popuickor ¢upmsl ADS sgBHO
UMEIOTCS KaKKMe-TO OYeHb BIIUATE/IbHbIE TOKPOBUTENIN HA CaMOM
BepiHe nonutudeckoit Binactu CIIA. Yk cIuikoM yBepeHHO
nepxutcss ADS Ha 1muiaBy M IMPOJOJDKAeT MPOABUraTh CBOM CO-
MHUTEJIbHbIE UHUIIUATHUBbI, HECMOTPSI HA OYEBUIHO HETaTUBHOE
OTHOIIIEHHUE K €€ TEXHOJIOTUU CO CTOPOHBI MOAABISIONIEro 00JIb-
mHCTBa ob1iectBa. CoObITHE, Tpou3oleaiee B okTsope 2002,
BeCbMa YOEIUTENTbHO MOATBEPIIIN, UTO AEJI0 TYT JeUCTBUTEIb-
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HO HEYHUCTOE.

Torma, ko BceoOIeMy YIUBJIEHUIO HApoia, HAIIMOHATBHOE
YnpasieHue 1o Ha30py 32 KAYeCTBOM IHINEBBIX MTPOIYKTOB U
MeaukameHnToB (Food and Drug Administration, FDA), eitie co-
BCEM HEJIABHO 3asBJIABINEE, 4TO Oy[eT TIIATelIbHO pa3oupaTh-
ca ¢ nponykuuen ADS, BApYr m3gano O(pUIMAIBHBIA JTOKY-
MeHT, BooOie ocBoboxaomuii VeriChip ot uccienoBanuii u
ceprupukaimu B FDA, ecim ycTpoicTBO UCTIONB3yeTCs B 11e-
JAX «Oe301acHOCTH, (PMHAHCOBOM U MEPCOHAILHON MACHTU(DH-
Karuv». J{71s1 popmanbHOro 00ObSICHEHHSI TAKOTO I1ara 3asBJIeHo,
yto FDA 3aHumaeTcs auiiib UMITIAaHTAMHU METUITMHCKOTO Ha3Ha-
yeHus1. O1HaKO XOpoUIO U3BECTHO, uTO A0 310oro B CIIA Huue-
'O HeJb3s1 ObLJIO BKUBJIATH YEJIOBEKY MOJ KOXKY 0€3 JOCTaTOUHO
JUIATENIbHOM mporenypsl ceprudukanmu B FDA. Jlaxe kocme-
TUYECKHe UMILUIAHTHI, BKJII0YAsl CPEJICTBA YBEJIUYEHHSI Pa3MEPOB
OlocTa WM MEHUca, XOTS U HEe UMEIOT HUKAKOTO MEIUIIMHCKO-
r'0 Ha3HAYEHU 1, TPOXOAST THIATEIbHOE UCCIIEJOBAHUE IKCTIEPTOB
FDA Ha npeMeTt moOOYHOTO BO3IEHCTBYSI HA YeJIOBEUECKUI Op-
ranusm. M3BectHo u 10, yTo ADS nipu pexiiame VeriChip Bcerna
HalMpaeT UMEHHO Ha MEJUIIMHCKYIO [OJIE3HOCTh CBOETO YCTPOM-
CTBa, IOTEHIMAJIBHO OOEIIAIOIIEro CracaTh )KU3HU MOMABIINM B
Oemny Jmogsam. 2!

[TocKOMbKY M yIpaBJIeHME CAaHUTAPHOTO Haja3opa, u Applied
Digital Solutions oTka3zajiuch nepeaarh B revyaTb JTOKYMEHTBI,
COIPOBOXKJAlOIIME Bblauy paspeieHus Ha VeriChip, npaBo3a-

21 JU02¢]



nmrtHas opranuzaims EPIC 3anyctuna oduimanbHbiil 3ampoc
Ha MOJTyYeHHUe STON JOKYMEHTAIIMX HA OCHOBAHUU 3aKOHA O TIpa-
Be rpax/aH Ha foctyn K uaopmarmu (FOIA). ¥V npaBo3ammr-
HUKOB HET COMHEHUM, YTO BCAKUI YEJIOBEK MMEET IIPABO BKMB-
JIITh B COOCTBEHHBIN OPraHU3M 4YTO YTOIHO — XOTh XBOCT WJIH
pora. Ho HbIHeNHrEe COBMECTHbIE MaHEBphI OM3HECa W BJIACTU
JIETKO MOTYT TIPUBECTU K TOMY, UTO OJIHAXK/IbI YaCTHBIC PabOTO-
JaTeNId WM FOCyAAPCTBEHHBIE YUPEKACHUS B KAYECTBE IPUEMa
Ha paboTy HaYHYT TPeOOBaTh Yy JIIOAEH COIIACHs Ha BKUBJICHHE
oz KoKy unna uaeHtTugukanyi. CoBepieHHO 100pOBOIBHOTO
COIJIaCcHsl, ECTECTBEHHO. . .22

YdeT 1 KOHTPOJIb

To, uro TexHonoruss RFID upe3BbluaiilHO HpaBUTCS aMepH-
KaHCKOH TOCaJJMUHHUCTPAIINU, OCOOEHHO CIeICTyK0aM U BOEH-
HBIM, HE MOJIeKUT HUKAKOMY COMHeHUI0. MmeloTcst cBeieHus,
yto MunucrepctBo oo6oponsl CIIA BnepBble HaYaJlo MpUMe-
HATh paIMOYaCTOTHBIE METKH eie B 1991 rony, Bo Bpems Boui-
Hbl B [lepcuackom 3anuBe, [Uisi OTCIEKUBAHUS MEPEMENICHUN
KPYIIHBIX I'Py30B U TpaHCOPTHBIX cpeacTB. K konmy 2003 ro-
Ja BbicIee pyKoBoACTBO [IeHTaroHa cousio TEXHOJIOTHI0 «yMHBIX
SIPJIBIKOB» HACTOJIBKO Pa3BUTOM, UTO PELIWIIO PAIUKAIBHO NEpe-
CTPOUTH BCIO HEMOBOPOTIMBYIO, «BU3AaHTUNCKYIO» CHUCTEMY 3a-

2 EA02]



KyNOK Y MHBEHTAapU3allii B TUTAHTCKOM BOEHHOM BEIOMCTRBE.
B konie okTs16pst 2003 [entaron opuimaabHO OOBSBUT O BbI-
padoTke «[ToMuThKY panoYacTOTHOM UAEHTU(UKAIIUN», KOTO-
past moTpedyeT OT Kaxk/JI0ro MocTaBiyka MuHUCTEpCTBa 000PO-
HBI CHAOIUTh K stHBapio 2005 roya Bce CBOM TOBaphl TACCUBHBIMU
(c nutanueM oT anTeHHbl) ynnamu RFID. Mckmouenue caeiaaHo
TOJIBKO ISl TAKUX «MAaCCOBBIX TOBApOB», KaK MECOK, I'PaBUM U
Boma.??

Jpyras BecbMa npuBJieKaTeIbHas Il BOSHHBIX 001aCTh MpU-
mernenus1 TexHonorun RFID u 61m3ko el poACcTBEeHHBIX Oec-
KOHTAKTHBIX CMapT-KapT — 3TO KOHTPOJb Aoctyna. [lupokomac-
MTAaOHbIE IKCIEPUMEHTHI C «YMHBIMH Oa)kaMu» HAYaJIUCh B
[lentarone B 2000 rogy, BMecTe C MOCTENEHHBIM BBOAOM JIMY-
HBIX «KapT OOIIEero A0CTyIa» JUIsl UACHTU(DUKAIUY BOEHHOTO U
IPaXIaHCKOTO TIepcoHalla Ha OCHOBE cMapT-KapT. 24

Ho, BooOIIIe TOBOPS, K TEXHOJOTUSIM CMapT-KapT B MuHU-
crepctBe 00opoHbl CIITA Havamm mpumepsIThCsl IO KpaHel Me-
pe roga ¢ 1993. TmareabHO 3HAKOMUIKACH C OIIBITOM [TPaBUTEIb-
CTBEHHBIX OPraHOB CTpPaH MOMEHbIIe, TAaKUX Kak Mcrnanus wim
duHIAHMA, TAE TOAO0OHBIE BEIIY yKe BBEICHBI IOCTATOUHO IIIH-
poko. M3y4danu v rOTOBWIM TEXHOJOTMYeCKUil (byH/IaMEHT B Ha-
IIMOHAJIBHOW TPOMBIITUIEHHOCTH. [IpuOam3uTeibHOe MpeacTaB-
JIEHHE O TOM, YTO TIPeJCTaBIsieT cOOOM CUCTEMa aBTOMATU3UPO-
BAHHOTO KOHTPOJIsI IOCTYNA B PEKUMHBIX BEAOMCTBAX, MOXKHO

2 IGL03]
24
[RE00]



NIOJIyYuTb Ha criefytoreM npumepe. Ha pyoexe 1998-99 rr. ame-
pukaHckas ¢upma 3-G International (3GI) oObsiBIIa 0 BBITyC-
K€ «CMapT-KapTHOH CHUCTEMBbI IIMPOKOro npumMeHeHust Passage
Government», IpeAHA3HAYEHHOW ISl pelleHus 3aad 1o odec-
NeYeHnto Oe30MacHOCTA B TIPABUTEIbCTBEHHBIX areHTCTBaX U
opranm3anusx. B cucreme 3Gl mpemycmorpeHo miecth 6a3o-
BBIX MPUJIOKEHUH, Ky4a JOMOJHUTENbHBIX, & TAK)KE TEXHOIOTHUS
yIpaBJeHUs1 KapTaMU, TO3BOJIAIONIAs [TPABUTEIbCTBEHHBIM Op-
raHU3alUsM BbIITYCKATh «II€PCOHAIM3UPOBAHHBIE» MHOTIOLIETIe-
BbIE CMapT-KapThl. KakoBHl ke OCHOBHBbIE NIpUJIOKeHUA Passage
Government?

* MOHUTOPUHT (PU3UYECKOTO TOCTYIIA U ONPEeeSIEeHHE MECTO-
HAXOXX/IEHUS TIepcoHalia — 0OecreurBaeT KOHTPOJIb U PerucTpa-
VIO TIPUXO/A M yXOJla COTPYAHUKOB ¢ padoTsl. st uneHTHU-
KalluM COTPYIHUKOB MCHOJBL3YIOTCS LMppoBble oTorpacduu, u
B peasbHOM MaciliTabe BpeMeHU MOoAIep:KuBaeTcst 6a3a JaHHBIX
0 MepCOHAJILHOM MeCTOHaxoxaeHuu Jiogeu. [1o 3anpocy aamu-
HHCTpAlIMK T€HEPUPYIOTCSI COOTBETCTBYIOIINE COOOIIEHHS U OT-
YETHl.

* Yuer nocerutesneid — paboTaeT COBMECTHO C MPeIblIyIIIM
npuioxenueM. [IpuioxeHne moaaep:xuBaeT 6a3bl JAHHBIX O M0-
CEeTUTENSAX, O BPEMEHHBIX KapTax-MPOMYCKax, O BbIAAIOLINX TU
KapThl M O MPUHUMAIOIIMX MTOCETUTEIEH.

*» KonTposb 3a 060pynoBaHueM — o0ecrieuyrBaeT yCoBepIleH-
CTBOBAHHBIN Y4eT ¥ KOHTPOJIb 32 UMYIIIECTBOM U 000PYIOBaHHM-
eM Ha oObekTe. JlocTynm kK 000pyJOBaHMIO KOHTPOIUPYETCS CO-



OTBETCTBYIOIIIEeN 0a30i JaHHBIX O BJaJesIbllaX CMapT-KapT.

* Yuer nocemaeMocTd — UCHOJIb3yeT BO3MOKHOCTU CMapT-
KapTHOM TEXHOJIOTMM MAJIs ONEPAaTUBHOIO JOKYMEHTHPOBAHMS
MOCEIIEHU COTPYAHMKAMHU yUeOHBIX 3aHSATHI, BCTped, KoHpe-
PEHINI U MPOYMX CITYKeOHBIX COOPOB. DTO KIMEHTCKOE MPHUIIO-
JKEHHE «CHAMAET» MEPCOHAIbHYI0/aIMUHUCTPATUBHYIO UH(OP-
MalIMIO CO CMapT-KapThl MOCETUTEIsI MEPOIIPUATUS U (POPMUPY-
€T OTYETHI 3aCEe/IaHUIl.

B 2001 rony ¢upmy 3GI nornoruna Oonee kpymHas RSA
Security, BrimounB Passage Government B Oojiee MIMPOKUIA T1a-
ket npuioxeHuid RSA SecurID Passage.?

OmHO M3 INIaBHBIX «HEYH0OCTB» TPAJAUIIMOHHBIX CMapT-KapT
— JUIsl CYATHIBaHUSI MH(OPMAIIMK UX HAJO0 HEPEMEHHO MPOBO-
JWTH Yepe3 IIesb Mpudopa cuuThiBatess. pyroe aeno — HoBbie
OECKOHTAKTHBIE CMApT-KapThl, OOMEHUBAIOLIECS UH(POPMAIIH-
el ¢ puIepOM WM MPOrpaMMaTOpPOM JIMCTAaHIIMOHHO Yepe3 pa-
aovactotHbil uHTepdeic. Merka RFID, no cytu cBoeld, Ta
ke camasi OECKOHTAaKTHasi CMapT-KapTa, HO C MEeHbIel (hyHK-
MOHAJIBHOCTBIO U3-3a KpoleyHbiX pazmMepoB. C Havana 2000-x
ronoB uMeHHO RFID u 6eckoHTaKkTHBIE cMapT-KapThl BBICTYIA-
I0T B KAYeCTBE OCHOBBI COBPEMEHHBIX CUCTEM «YMHBIX Oa/IKen»,
BHEJIPSIEMBIX IOBCEMECTHO — B FOCYUPEXKACHUAX U KOPIOPAIH-
SIX, y4eOHbIX 3aBeICHUSIX U TIOpbMax. 2
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ITo cexkpeTty Bcemy cBeTy

Masio koMy (Kpome rocygapcTBa M KOPIIOpAIWil) HPAaBUTCS
ujiest KpynHbIX 0a3 TaHHBIX, [IEHTPATN30BAHHO XPAHSIIMX Tep-
COHAJIBHYI0 MH(POPMALMIO O rpaxJaHax. Bo-nepBbIx, 3T0 CBEPX-
NpUBJIEKaTeIbHBII OOBEKT YCTPEMJIEHUN AJIs1 3JI0YMBIIUIEHHU-
KOB, UCIIOJIb3YIOIIMX PEKBU3UTHI UyKOI JIMYHOCTU B CBOUX THYC-
HBIX LEeNsAX. BO-BTOpBIX, 3TO MOIIHAs MOTEHUMAIbHAS Yrpo3a
37I0yMOTPeOJeHNI CO CTOPOHBI BIafeNbLieB Oa3bl U OOCITYKHU-
BaIOLIEro nepcoHana. M B-TpeTbux, KOJIb CKOPO 31€Ch TaK IIIy-
OOKO 3aMellIaH YeJoBeuecKuil (pakTop, HaIe)KHO 3AIUTHUTH TIO-
IOOHBIE XPaHWIIUINA MPAKTUIECKH HEBO3MOKHO. B Takux ycio-
BUSAX MOXHO rapaHTHPOBaTh, YTO U3BECTUSI O KOMITPOMETALIUN
O4epeHON KPYIHOIM 6a3bl KaK MOSABISUIMCH YacTO MPEk/e, Tak
1 OyIyT peryisipHO NosiBIAThCS Bipeab. IIupokoe xe BHeape-
HUE MUKPOUYUIIOB PAAUOUIEHTU(PUKALIMHI, KOTOPBIE UHIIYCTPUS B
OnukaiiimeM OyaylieM HaMepeHa BCTpauBaTh YyTh JIM HE BO BCe
NOTPeOUTENILCKHE TOBAPbI, HETPEMEHHO YBEJIUYUT U MACIITAObI
kommpomeTtaiuu. [Toromy uto RFID, oGnerdarormiue kopriopa-
IIVSIM ¥ TOPTOBBIM CETSIM y4eT IPOU3BOCTBA U COBITA, JIJTS1 TIOKY-
nareJieil 03HayaloT BeIEHUE COOTBETCTBYIOIIMX TMTAHTCKUX 0a3
JAaHHBIX O MPUOOPETEHHBIX UMU TOBAPaX.

Sta TeHJEHIMS OYeHb He HPABUTCS TOW YacTH OOIIECTBA, YTO
00ecroKkoeHa BTOPKEHHUEM KOPIOpalvil U BJACTEH B JIMYHYIO
’KU3HB rpaxkaaH. [I7s conpoTuBieHus OeCKOHTPOILHOMY Hacak-



neanio RFID cosnmana crienmaiibHasi oOIecTBeHHasl OpraHu3a-
st CASPIAN umm «[loTpebutenu mpoTuB BTOPKEHUS CyTIep-
MapKeTOB B YacTHYI0 kM3Hb» (Consumers Against Supermarket
Privacy Invasion and Numbering). Jlerom 2003 r. aKTUBUCTHI
9TOW OpraHu3alliy U PELIv MPoBepUTh, Kak paaerenu RFID,
3aBEPSIOLIME BCEX B HAECKHOM 3AIMTE HAKAIIMBAEMOMN UH(OP-
Malu, B JEHUCTBUTEILHOCTU CIIOCOOHBI XPAHUTh CEKpeThl. [l
9TOro ObUI MPOBEJeH HEXUTPBIN TecT Ha caiite Auto-ID Center
(www.autoidcenter.org) — ucciie0BaTeIbCKOT0 IeHTpa KOH-
copuuyma, oobeanHstomero okoyno 100 koMranuii U 5 yHUBep-
CUTETCKUX JladopaTopuii, pa3padaThiBalouX UHPPACTPYKTYPY
JUIsl IIIMPOKOMACIITAOHOTO BHEIPEHUS YUIIOB MICHTU(DUKAIIUY.
AOCOMOTHO 63 BCAKUX XaKePCKUX YXHUIIPEHUH, IPOCTO BBEIS B
OKOIIIKe TIOHMCKa BonieOHoe cnoBo «confidential», mpaBo3anur-
HUKHU MOTYYMJIA CBOOOTHBIN JOCTYI K 1EJIo OMOIMoTeke (OKo-
710 70) KOH(PUAESHINAIBHBIX JOKYMEHTOB, HE MpEeIHA3HAYEHHbIX
JUTSI IOCTOPOHHMX TJ1a3.%’

Cpean 3THX MarepuasoB OKa3aJiCs, B YACTHOCTH, JTOKJaJg O
Mepax Mo «yMHUPOTBOPEHUI0» NMPOTUBHUKOB RFID, B koTOpOM
MPUBOAATCS UU(PPBl BHYTPEHHETO COLMOIOTMYECKOTO UCCIIEI0-
BaHUS, MOKA3aBIIEro, 4TO OKOJIO 78 % OINPOIIEHHBIX I'paxIaH
«BCTPEBOKEHBI» TOCATAaTEIbCTBOM YUIIOB-METOK Ha YaCTHYIO
KU3Hb, a 61 % 00eCrOKOeHBI BIIUSHUEM MTOBCEMECTHO BCTPOCH-
HBIX MUKPOCXEM Ha 3[J0pOBbe. B Ipyrom JOKyMeHTE BHOCSTCS
MPEAJIOKEHUS MO CMEHE OTHyruBawooiero Hazpanusi RFID-uu-
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NOB Ha OoJiee IpyXeT00HOe TUTIA «3eJIeHble APIbIK». O MOKy-
MEHTaX C TOIPOOHBIM pacnicaHreM padOUYMX BCTPeU U JIeTallb-
HOW KOHTaKTHOM MH(popManuen (PyHKIIMOHEPOB KOHCOPLIMYMA U
TOBOPUTb HE MIPUXOJUTCS.

EcrectBenHo, 310 nano nosop aktuBucraM CASPIAN rpom-
KO 3a5IBUTh O HECIIOCOOHOCTH KOHCOPITMYMa 0OECTIeUnThb HaIeK-
HOE XpaHEeHUe YyBCTBUTEJILHOM K pa3miallieHuio nH(opMaluu.
B Auto-ID Center, B cBoI0 ouepe/ib, BO3EPKaIUCh OT KOMMEH-
TapueB, OJHAKO YCHJIUS JIJIs1 OoJsiee HaJIeKHOTO 3aKPHITUS TOKY-
MEHTOB BCe e MPUWIOKWIN. Bripouem, NTUUYKA yXe BBITOPXHY-
Jia U3 KJIETKH, U KOH(PUICHIIUATbHBIE IOKYMEHTHI MOKHO HAUTH
B CeTu Ha MHOXECTBE CalTOB-3epKaJl (CM. Www.cryptome.org/
rfid-docs.htm).



http://www.cryptome.org/rfid-docs.htm
http://www.cryptome.org/rfid-docs.htm

WHTepecHo Takxke, 4To OyKBaJIbHO Ha CIEAYIOMIMI AeHb TO-
cJle CKaHAaJla KpyTHenIas B Mupe ceTb yHuBepmaro Wal-Mart
(mopsimka 4700 mMara3vHOB MO BCEMY MHPY) HEOXKHUIAHHO OOb-
SIBWJIA O CBOpauYMBaHUM TOProsoro 3kcrepuMenTa ¢ RFID-un-
namu B O6putBax Gillette. PykoBonctBo Wal-Mart He mosxena-
JIO KOMMEHTUPOBATh IPEKPAILIEHUE ITOTO MPOEKTA, 0Ty YUBIIIE-
'O HA3BAHUE «YMHBIE MTOJIKU» U YK€ MPAKTUYECKU MOATOTOBJIEH-



HOTO K 3aIyCKy B yHHUBepMare BpoKTOHa, OJHOrO M3 MpPUropo-
JnoB bocrona. Ho MOXHO npeamnosnarate, 4to CKaHgasl B Auto-
ID Center ObUT COUTEH CJIMIIIKOM HEOIAronpusATHEIM (DOHOM JIJIST
NIpeJCcTaBIeHus MyOJIMKe HOBOW TeXHOJIOTUH. 28

2 1GS03]



Oxota Ha BeabM XXI Beka

[B  /pesnem  Ezunme]  mepmMuHOM — «X3Ka»
0003HAUANACL MA2US, MO eCMb «CA08A GAACHIU» —

MazuuecKue ca08a, 3aKAUHAHUSL.
Yoanuc baoxc. Ezunemckas mazus

Hmeemcsi Hexomopoe cooduecmeo, Hekas oouyas
KYAbmypa, cOCMoauasi U3 ONbIMHbIX NPOZPAMMUCTIO8 U
cemesblx uapooees, Komopast 6e0en C6010 UCMOPUIO Ol
MHO20NemHel 0aBHOCU NEPBLIX MUHUKOMNBIOMEPOS U
0N CaMbIX PaAHHUX Kcnepumermos ¢ cemuvio ARPAnet.
Ynenol 3moli kynemypsvl U 0aAu podcOeHue mepMuHy
«hacker»[xaxa]. Xskepot nocmpouau Hnumeprem.

Apux Pariimond. Kax cmamu xsxepom

Bo Bce BpeMeHa B1acTH ¢ OMacKOi OTHOCUJIMCH K KOMITETEHT-
HBIM JIIOJSIM, XOPOLIO 3HAIIUM CBOE AeJ0, a IOTOMY HMEI0-
MM TEHJICHLIMIO K CaMOCTOSITEJIbHOMY MBIIIIJIEHUIO U HE3aBUCH-
MBIM CYXJEHHSAM. B jpeBHelllne BpeMeHa Takoil pemyTaiyen
MOJIb30BAJIMCh Maru, C HaCTYIJIEHHEM 3Pbl BHICOKUX TEXHOJIOTUI
000CTpeHHOE pa3pakeHNe BIACTEN CTAIU BHI3BIBATH TaK Ha3bl-
BaeMble «xakepbl». Ceiluac yxke HUKTO, HAaBEpHOE, U HE CKaXeT,
B Kakol MOMEHT K TEPMHUHY «XaKep» MPUPOC KPUMUHATBHBIN
cMbIcit. OOBIYHO B 3TOM MPUHATO BUHUTH TTOBEPXHOCTHBIX KYP-
HAJTUCTOB Y KUHOIITHUKOB, HE CIIOCOOHBIX MTPOBECTU IPaHb MEX-
1y TILITJIMBBIM UCCIIEA0BATEIEM-TTPO(ECCUOHAIOM U KAKUM-HU-



Oy/ib 0E€30TBETCTBEHHBIM WJIM 3JIOHAMEPEHHBIM HerojsieM (Kpa-
KEpOM, T. €. KPUMUHAJIBHBIM XaKEPOM), UCHOJIb3YIOIUM YyXKHE
pe3yJbTaThl B COOCTBEHHBIX KOPBICTHBIX LEJISIX.

OTKyaa ucxXoauT yrpo3a mupy?

B nocnennuii nens 1999 roga Ha crpaHuniax MOIMyJIsIPHOTO
caiita www.Slashdot.org Oputa onmy61MKOBaHO UHTEPBBIO C UJle-
HAMU U3BECTHOM Xakepckou opranm3aiuu LOpht,? nmpu3HaHHOE
yuTaTe MU Kak OJUH U3 JIyYIIUX MaTepuajoB TaKOro poja 3a
Bcio rctopuio Slashdot. IHTepBbIO OBLIO KOJIJIEKTUBHBIM, TO €CTh
OTBETHI 1aBaJl Kak Obl pocto LOpht, 6€3 KOHKpeTu3anum oTBe-
YaBIIMXJIMYHOCTEN. Y1 OMH U3 cambIX MEPBBIX BOIMPOCOB 3BY-
YaJ1 MPUMEPHO TaK: «UbM yrpo3sl ClleIyeT paccMaTpuBarh Oojiee
OTIACHBIMHU JJIs1 TIMYHBIX CBOOO/I, CO CTOPOHBI PABUTENILCTBA WU
CO CTOPOHBI TPAHCHAITMOHAIIBHBIX KOPIIOpAInii 7»

Bot 4TO, B HECKOJIBKO BOJIbHOM MEpEeCcKase, OTBETUIN Ha ITO
xakepsl u3 LOpht. 3

XOTs ¥ IPaBUTEJIbCTBA, ¥ TPAHCHAIIMOHAIBHBIE KOPIIOpAIIUU
B 3HAYMTENILHOUN CTENEHU HECYT yrpo3y JIMYHBIM CBOOOIAM Ye-
JIOBEKa (B 4aCTHOCTH, B IHTEpHETE), HO CYIIECTBYET OMACHOCTb,
3HAYUTENILHO TIpeBOCXoAsAIIas nepsbie 18e. M eit — HemH(pop-
MUPOBaHHbIE TpaxaaHe. M Kak 3TO HU MapaJoKCcaIbHO 3BYUMT,

29 B 2000 roay Ha 6a3e LOpht Oblia co3gaHa KOHCANTHHIoBasi KoMmmnanus @Stake,
CIIETMATTM3UPYIONIAsACS Ha MPoOJieMax KOMITHIOTEPHON Oe30MacHOCTH
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9Ta OMACHOCTh MHOTOKPATHO peajibHee MMEHHO B YCIIOBUSIX Jie-
MOKPAaTUYECKNX PEKUMOB, TJIe TIPABUTEIbCTBA CTAPAIOTCS Clie-
J0BaTh OOIIECTBEHHOMY MHeHMI0. [ToTomMy 4TO yxke aOCOMIOTHO
YEeTKO BHUIHO, KaK OOJBIIMHCTBO IPaXJaH BIIOJIHE COIJIACHBI U
TOTOBHI TIOCTYIUTHCSI CBOMMU JIMYHBIMHA CBOOO/IaMU B OOMEH Ha
OlIyIIIeHHe HeKoH Oe3omacHOCTH. OOBIYHO 3TO YKJIAIBIBAETCS B
(popmyiny Tumna «paau 6€30MacCHOCTH HAIIUX JETEN>.

Vike ceilyac MHOTHE JIIOAU TOJIAraloT, YTO aHOHUMHBINA J10-
cryn K IHTepHETY — 3TO NPU3HAK KPUMHUHAIBHOTO MTOBEICHUSI.
Tewm, KTO yrpaBisieT ppluaraMy BJIACTH, OOBIYHO OYEHb XOYeT-
csl, 4TOOBI CTpeMJIeHHE BOCIOb30BATHCS MPABOM HA JIMYHYIO
TaliHy BOCIIPUHAMAJTH KaK «aHTHUCOLIMAIbHOE» MoBeieHre. Benp
JOOPOIOPSIOUHOMY TPaXAaHUHY HEYero CKpbIBaTh, HE TaK Ju?
DTO TOJIBKO TEPPOPUCTAM, HAPKOAEJbIAM U NeA0]uIaM HyKHO
CKPBIBaTh CBOM TEMHbIE 3aMbICITBI.

Ha mnpaBuTenbcTBO HaAaBIMBAIOT HEWH(POPMUPOBAHHBIE
rpajiaHe, OO0 Te, KOMY YKe IPOMBLITN MO3TH A0 CTA[NU MaHK-
YeCKOro ykaca OT YIpO3 COBPEMEHHBIX TEXHOJIOTUH U OT TeX JIo-
Jel, KOTopble OECKOHTPOIBHO MOTYT TEXHOJIOTUH HCTIONb30BATh
(xakepoB, OTHUM cJIOBOM). B aTOM mporiecce 1060upoBaHus ak-
THBHO YYaCTBYIOT ¥ TPaHCHAIIMOHAJILHBIE KOPIIOpaluu, (pruHaH-
CHpYSI IEATETTBHOCTh «03a00YEHHBIX» OOIIECTBEHHBIX TPYTIIT WA
NPUHUMAS YIaCTHE B IeITETbHOCTH aCCOIMAIINH, OKa3bIBAIOIIIX
KOHCYJITaTUBHYIO TIOMOIIb PAaBUTENILCTBEHHBIM CTPYKTYpaM B
TeXHUUYECKUX Borpocax. M BecbMa 4acTo 3TH pEeKOMEHAIUu
NIPUBOJAT K OUEPETHOMY YPE3aHHIO CBAIIEHHOTO MpaBa rpask1aH



Ha JIMYHBIE CBOOOIBI.

Becbma npoOnieMaTHUHBIM SBJISIETCS U TO, UTO MUP JesITeb-
HOCTH TPaHCHAIIMOHAIBHBIX KOPIOPAIUi — 3TO MUP YaCTHOM
coOctBeHHOCTH. U KOr/ia Kakas-100 BHEIIHsIS TPYIINa HaunHa-
€T 3aHMMAaTbCSl TIIATEJbHBIM aHAJIM30M TEXHOJIOTMYECKUX IMPO-
JYKTOB MJIM KOMMYHUKAIIMOHHBIX YCIIYT KOPIOPAIUiA, TO BO3HU-
KalOT KOH(JTMKTHI MPUHIMITAATBHOTO XapakTepa. Eciu ata rpymn-
na oOHapyKMBAeT CYIIECTBEHHbIN M3bsIH, CKaxeM, B Oe3orac-
HOCTHU Y MyOJIMKyeT MH(OPMAIIMIO O JIbIPE B 3aIIUTE, TO KOPIIO-
paisi B CBOIO ouepeib HepPeAaKO OOBSABIISIET, YTO STUM HAHECEH
CHJIbHEHIINI yiiepO ee AesITeIbHOCTHY U 3aTeBaeT CyieOHoe rmpe-
clieloBaHUEe B OTHOIIIEHUH OIyOJIMKOBABIIMX KOMIIPOMAT, & TO U
NoOUBaeTCs N3MEHEHUH B 3aKOHO/IATEITbCTBE.

OpnHa u3 Hambosiee M3BECTHBIX MCTOPHI TAKOrO pojia — Cy-
neoHas TsxOa uHaycTpuun cotoBoit cesizu B CIIA. Kinonuposa-
HHUE COTOBBIX TeJieDOHOB OBLIO OCTpEHIel 3aHO301 B Hanbosee
HEKHBIX MECTaX MHIYCTPUU MOOWIILHOM CBSI3U. B KOHIIE KOHIIOB
K pelIeHno TpoOIeMbl TIPUBJIEKJIN aMEPUKAHCKOE MPABUTEITh-
CTBO, J1a0bl MOJOOHOTO Pojia MOIIEHHUYECTBO OBbLIO 3arperie-
HO CIELMaIbHBIM 3aKOHOM. B UTOre ke onpeAeseHHblld y4acToK
cnekrpa paguodactotr crain B CHIA 3anpemieHHbIM s TIPO-
CITyIIIMBAHUS W CKAaHUPOBaHUs. A oOnaiaHue «000pyJIoBaHHEM
JUIsl KJIIOHUPOBAHUS» CTAJIO MPECTYIUIEHUEM, XOTSI 9TO MPOCTO
KOMIIBIOTEpP, MPOrpaMMaTop MEpPe3anrchbiBAEMbIX MUKPOCXEM U
cOTOBbIY TesepoH. JIIoOoMy, KTO OHMMAET TEXHUYECKYIO CyTh
poOJIEMBI, OUYEBU/IHO, UTO ITO SIBHAS Iynoctb. Ho nmeroriue



OoJIbIIIKE ICHPIM UMEIOT 1 OOJIBIIIOE BIIMSIHUE HA BJ1aCTh. 1 uMeH-
HO TOCY/IapCTBEHHAsI BJIACTh TPUHUMAET TAKOTO POJa 3aKOHHI.

[TpaBUTEIHCTBO TOATAIKMBACT JIIOJICH, JIIOAW TIOATAIKUBAIOT
NIPaBUTENbCTBO. YK€ U HE HalJIellb, KTO TIEPBbIM BBICAIHIT 9TO
cems... Te ke, KTO CMBICIAT YTO-TO B TEXHOJIOTHSIX, CTPACTh
KaK BCe 3aHATHI Pa3pabOTKON KaKON-HUOYIb OYepeTHON KPyTOr
MTYKOBUHBL. Hy, a MOrpyXeHHBI B T TEXHUYECKHE Uyeca
MUpP T€M BpeMeHeM Bce OOJIbIIe CIoI3aeT K r00aTbHOM JUKTa-
Type, NOKa HaceJIeH!e TIOHEMHOTY TMPUBBIKAET K HEl T0J] BUIOM
«0e30macHOCT».

KoHerr uTaThl, Kak TOBOPUTCHI.

Korna 3aKOHBI TOTOBUT NIOJHNIIUA

B Hos16pe 2003 roma npesunent CHIA Ixopmx By obpa-
TWJICA C MIPOChOOil K ameprukaHckoMy CeHary paTugHUIMpPOBAaTh
NEePBBI MEXIYyHAPOAHBI 3aKOH O KOMIBIOTEPHBIX MPECTYILIe-
Husx wi Konsennuio o kubepnpecryndHoctu (Convention on
Cybercrime). B ceoem nucbMe k CeHaty Byiil Ha3Bas1 3TOT BeCh-
Ma CHOPHBII B CBOEM COJEPKAHUU JOTOBOP, O(PUIIMATBHO MOJ-
rotoByieHHBI CoBeToM EBporibl, «3(p(eKTUBHBIM MHCTPYMEH-
TOM B TJIOOAJIBHBIX YCHJIMSIX TIO MTPOTUBOCHCTBUIO TIPECTYILIE-
HUSIM, CBSI3aHHBIM C KOMITBIOTEPAMU» U «€AUHCTBEHHBIM MHOT'O-
CTOPOHHMM JIOTOBOPOM, HaIPaBJIEHHBIM Ha KOMITBIOTEPHBIE ITPe-
CTYIUICHUS U SJIEKTPOHHBIA COOP YIIUK».

Xots CIIA He sBisiioTcs WwieHOM EBpocoBeTa ¢ mpaBoM ro-



Jloca, JI0CTaTOYHO XOPOIIO U3BECTHO, YTO MMEHHO aMepHKaH-
CKHE TIPaBOOXPAHUTEJIbHBIC OPTraHbl ObLIH TJIABHOW CHUJIOH, CTO-
SIBIIEH 3a MOATOTOBKOM MEXIYHAPOTHOTO OrOBOpa O KHUOep-
MPECTYIHOCTU. B 3TOM 3akoHe OHM BUAAT MYyTh K BBIPAOOTKE
MHTEPHAITMOHAJIBHBIX CTAHAAPTOB B OlIEHKE KPUMUHAJIBHOM JIes1-
TEJIbHOCTH, UMEIOIIEH OTHOIIIEHUE K MOCATaTeIbCTBAM Ha aBTOP-
CKMe MpaBa, K OHJAMHOBOMY MOIIEHHUYECTBY, JAETCKOW MOPHO-
rpadguu 1 HECAaHKIIMOHMPOBAHHBIM CETEBbIM BTOp:KeHUsIM. Kak
3asaBis0T B Munucreperee 1octuiuu CIIIA, sta KOHBeHLMS
YCTPAHUT «IPOLEAYPHBIE U IOPUIUYECKHE MTPENSATCTBUS, KOTO-
pble MOT'YT 33A€pKUBaTh WM MEIIaTh MEKIyHAPOJAHbIM pacciie-
JIOBAaHUAM» .3

[TockonbKy CTONb OJIaropoOAHOMY, Ha TIEPBBIA B3IJISI, OETY
SIPOCTHO M KOTOPBIX YK€ rof MOAPsH COMPOTUBIISAIOTCS MTPaBO3a-
HIUTHUKA MHOTUX CTPaH, UMEET CMBICJ PACCMOTPETh UCTOPUIO
POX/IeHUS] JaHHOM KOHBEHILIMM B HEKOTOPBIX COJEpPKATETbHbIX
MOAPOOHOCTSIX.

JUJIs KOMIBIOTEPHBIX CIENHATUCTOB, YBAKAIOIIUX TEPMUH
«XaKep», MoJ] «XaKUHroM» OOBIYHO TTOHUMAETCS MPOIecC Mpo-
HUKHOBEHMS B CYTh TOW WJIM UHOM Belly. KoHeuHbll pe3yJibTar —
MOHMMAaHHE TOT0, «KaK 3TO padoTaeT», 3a4acTyio COITPOBOKIae-
Mog TMPeIOKEHUSIMU TI0 YITyUIIeHUI0 pa0OTH. Y BIIACTEH ke IM0-
HUMaHUE «XaKHUHTra» CIOKWIOCh coOBceM MHOE. [TocKkonbKy mo-
JIUTUYECKOE PYKOBOJICTBO TOCYAAPCTB — HAPOJ 3aHSITOU, TO UM
HEKorja pa3onpaThbCsi BO BCEX ITUX TEPMUHOJIOTMYECKUX TOHKO-
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cTsX. 17151 3TOro ecTh SKCHEPTHl M KOHCYJbTAaHThI. Pa3 Kpyrom ro-
BOPSIT, YTO XaKEPhl B3JIAMBIBAIOT 3AIUTY KOMITBIOTEPHBIX CETEH,
3HAYUT ITO JIEJIO IKCIIEPTOB U3 MOJIUIIUN U TTPOUYMX MTPABOOXPa-
HUTEJIbHBIX OpraHoB. JIoruka e Moy CBENach MPUMEPHO K
CIIeyIOIeMy YMO3aKIIOUEHHIO: pa3 XaKepcKash MmyOjrKa MHHT
ceOs1 IoKe YMHOU Y TIWIIET BCSIKUE-pa3Hble MPOrPaMMBI, TIIO/S-
1pe KMOepnpecTynHOCTh U JIUIIAIONINE KOPIOPAIMKA JOXOJOB,
TO HAJIO 3TO AEJIO 3anpeTuth. [Ipuyem Ha KOpHIO.

BriepBbie 0 TOArOTOBKE 3aKOHA CTaJi0 U3BECTHO B OKTSOpe
2000 rona, koryia ObUT paccekpeveH BeChbMa BaXHBIH U JTIOOOTTBIT-
HBIM JIOKyMEHT, OArOoTOBJIEHHBIM Nof aruaor CoseTta EBporibl 1
HOCHBIIIUI Ha3BaHue «22-s1 Bepcus [Ipoekta noropopa o kubep-
npecryrenusix» (Draft Convention on Cybercrime, Ne 22 rev).
STOT AJOKYMEHT, MOATOTOBJIEHHBIN B YCJIOBUSX HEOOBIYHOM IS
€BPOIENCKOro cooOIIeCTBa CEKPETHOCTH, ObUT TIPEJICTABJIEH KaK
«TIEPBBI MEKAYHAPOAHBIA JOTOBOP, MOCBSAUICHHBIA yrOJIOBHO-
My IpaBy ¥ MPOLELYPHBIM aclieKTaM Pa3HOro poja MpecTyIHO-
IO MOBE/ICHUs1, HAPABJIEHHOTO MTPOTUB KOMIBIOTEPHBIX CUCTEM,
ceTel U JaHHBIX».

B 22-i1 Bepcuu mpoekTa OOHapyKUJIOCh MHOTO 4Yero MHTe-
PECHOTO: U HAMEPEHUE 3aCTaBUTh BCEX MHTEPHET-NPOBANIEPOB
XPaHHUTh TOAPOOHBIE OTUETHl O NESATETBHOCTA CBOMX KIIMEHTOB
(Heuto moymoOHOe yke peanm3oBal y cedss Kuraid, MOCKOIbKY
9TO KpailHe MOJe3HbI MHCTPYMEHT B OOpbOe ¢ MHAKOMBICIIH-
€M); 1 HaMepeHUe MPUBJIEKaTh K YTOJIOBHOM OTBETCTBEHHOCTH
32 MOCATATEIbCTBO HA KONMUPAUT (11 MHOXKECTBA €BPONEUCKUN



CTpaH 3TO BeChbMa CIIOPHBIN C MPABOBOM TOUKH 3PEHUS BOIIPOC);
W 3arpeT Ha XaKepPCKYIO JEATEIbHOCTh BKYIe C XaKepPCKUM WH-
CTpYMEHTapueM, W PsiJl TOJIOKEHUH, UTHOPUPYIOIIUX TTPe3yMIT-
[0 HEBUHOBHOCTH, a TaK ke MOOYKIA0IIKX IPAkIaH K «CaMo-
0OBHHEHMIO». JJocTaTOUHO NOAPOOHBIT pa300p BechMa CIIOPHBIX
IOPUINIECKUX HOBIIECTB, MPEUIOKEHHBIX B MPOEKTE W MPOTH-
BOpevalux eBporieiickori KoHBeHIM 0 mpaBax uesioBeka, Obul
caenan B kojuiekTuBHOM mmucbMe GILC (www.gilc.org), mex-
JQYHAPOIHOW KOQJIMIMKA HECKOJIBKHX JIECSTKOB MPABO3AIUTHBIX
IpyIl, Ha UM TeHepayIbHOrO cexperapst EBpocosera. I1o oneH-
KaMm, ciesaHHbIM B 3asiBiieHud GILC, 3TOT NpoeKT «mpoTUBOpe-
YUT MPOYHO YTBEPIUBIIMMCS HOPMaM 3alUThl TUYHOCTH, MO~
pbiBaeT pa3padoTKy 3(P(EeKTUBHBIX TEXHOJOTUN CceTeBOW Oe3-
OTACHOCTH M CHUXKAET TIOI0OTYETHOCTD MPABUTEHCTB B MX Tpa-
BOOXPAHUTEJIBHOM JIEATETBHOCTH . 32

B KoHTekcTe Haield MCTOpUM HauOONBIINIA WHTEpeC Mpell-
CTaBJISIIOT Te TOJIOKEHUs TTpoeKkTa [loropopa, 4To MOCBAIIEHBI
HETOCPEICTBEHHO XaKepaM U UX MHCTpyMeHTaM. B KoMmakTHOM
NIPEe/ICTABICHUY BBITJISIISAT STH TOJIOKEHHS ITPOESKTA CIIeAYOIIM
oOpazom.

Kaxnast ctopona, moAnuvceiBamoas I0roBop, JODKHA TPU-
HATh TaKOE 3aKOHOAATEJIbCTBO M MPOYKME MEpPhI, KOTOPBIE OKa-
KYTCSI HEOOXOAMMBI TSI TIPEC/ICIOBAaHUSI KaK YTOJIOBHBIX Ipe-
CTYIUIGHUH cleayionmx aesHuit: (1) 1ocTyn K KOMITbIOTEPHOM
CHUCTEME B LIEJIOM WJIM JIIOOOM €€ yacTu 0e3 HaJIeKAIEro Ha TO
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1paBa; (2) oCcyIECTBISIEMBIN C MOMOIIIBIO TEXHUYECKUX CPEICTB
nepexBar KOMITBIOTEPHBIX JAHHBIX, UIYIIUX BHYTPU KOMIIBIO-
TEPHOU CUCTEMBI, OT HEE WM K HEH, a TaKKe IMepexBar dJeK-
TPOMAarHUTHBIX U3JIyYEHUN CUCTEMBI, HECYIIMX TAKUE KOMIIbIO-
TEPHbIE JaHHbIE; (3) BHECEHUE, YHUUTOKEHUE, TTOIMEHA, IOBpE-
KJICHUE WY yIaJieHue KOMITBIOTEPHBIX IAHHBIX 0e3 HaJ|IeKarlle-
IO Ha TO MpaBa; (4) cozgaHue, MPoAaxa U Mpoyee pacnpocTpa-
HEHHUE YCTPOUCTB U KOMIBIOTEPHBIX MPOrpaMM, pa3padOTaHHBIX
VIV IPUCTIOCOOJIEHHBIX [UTS1 TIeJIe, IEPEUNCIIEHHBIX B TPEIbITY-
KX IyHKTaX; (5) pacnpocrpanerre nHGOpMaIiu, ClIoCOOCTBY-
IOIIEN JOCTYMY K KOMITBIOTEPHBIM CHCTeMaM Oe3 HaJieKaIlero
Ha TO IpaBa.

Ha npoxonuBiieit B Ty nopy B AmcrepaaMe KoH(pepeHIun
DEF CON, e coOupaioTcst Xakepbl, 3aHUMAIOIIUXCST BOITPOCa-
MU KOMIBIOTEPHOW O€30MacHOCTH, HOBOCTh O TOJATOTOBKE JIpa-
KOHOBCKOT'O JJOroBopa B30ynopakuiia Bcex. Kak mpokoMMeHTH-
pPOBaJI CUTYAllMIO OAMH U3 YYaCTHUKOB (pOpyma, «OHM MPOCTO
00sITCSI TeX Belel, KOTOPhIX He MIOHUMAIOT, TOTO, YTO HE MOTYT
KOHTPOJIMPOBATD. .. 3TO ACUCTBUTEIILHO MOKET IIPEBPATUTHCS B
OXOTY Ha BeJlbM». [10 3aKJII0UeHUI0 aMEPUKAHCKOTO SKCIepTa 1o
kudepnpany xenudep ['paHMK, U3 MONOKeHU! JOKYMEHTa CJie-
JyeT, 9YTO BHE 3aKOHA OKA3BbIBAIOTCS M BCE MyOIMKAIIMU 00 ysi3-
BUMOCTSIX ¥ CJIA0OCTSIX KOMITBIOTEPHBIX cUCTeM. B yacTHOCTH, 1
CTOJIb TIOMYJISIPHBIE CPea MPO(pECCUOHATIOB PACCHUIOUHBIE JIH-
crbl Kak BugTraq u NTBugTraq, umenmue qecaTku ThicAad MOjI-
MYMCYUKOB U CITYXKAIME LIEHHBIM UCTOYHUKOM JJIs1 IO PKAHUS



KOMIIBIOTEPHBIX CUCTEM «B (hOpMe». A TO, UTO MOJ 3alpeToM
OKaXXyTCSl TAKWE NPOrPaMMBbl, KaK CETEBBIE CKaHEPHBI, TECTUPY-
IOIMe YA3BUMOCTh TIOPTOB CUCTEMbI, OUEBUIHO U O€3 3aKJIioye-
HUs1 9KCrepToB. bosee Toro, j0ruka 10KyMeHTa MOXET CO Bpe-
MEHEM HaJIOKHUTh 3alpeT ¥ Ha camMble OOBIYHBIE TIPOrPAMMBI-OT-
JTaguuKy (1edarrepsl), MOCKOJIBbKY M STOT MHCTPYMEHT IHPOKO
UCTIOJBb3YeTCS TS «XaKMHI'a» . KOHeuHO, BceM SICHO, UTO 3TO a0-
CYpA ¥ IJTyNOCTh, TOCKOJIbKY IS TPOrpaMMHUCTa Jiedarrep — 4to
oTBepTKa 11 ciecaps. (TamaHTIuBbIN ciecapb, Kak U3BECTHO,
Y OTBEPTKOM MOXKET OTKPBITh 3aMOK, HO HUKOMY HE ITPUXOIUT B
rOJIOBY 3alIPETUTh OTBEPTKH).
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Konen 03HaKOMUTEJLHOI'O
¢dparmenra.

Tekct npenocraBieH OO0 «JIutPec».

[IpounTaiiTe STy KHUTY LIEJIMKOM, KYIIUB TOJIHYIO JIETATbHYIO
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